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QUESTION 1

If there is a firewall between Cisco ISE and an Active Directory external identity store, which port does not need to be
open? 

A. UDP/TCP 389 

B. UDP123 

C. TCP 21 

D. TCP 445 

E. TCP 88 

Correct Answer: C 

 

QUESTION 2

A network administrator changed a Cisco ISE deployment from pilot to production and noticed that the JVM memory
utilization increased significantly. The administrator suspects this is due to replication between the nodes What must be
configured to minimize performance degradation? 

A. Review the profiling policies for any misconfiguration 

B. Enable the endpoint attribute filter 

C. Change the reauthenticate interval. 

D. Ensure that Cisco ISE is updated with the latest profiler feed update 

Correct Answer: B 

https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/admin_guide/b_ise_admin_guide_23/b_ise_admin_guide_23_ch
apter_010111.html 

 

QUESTION 3

An engineer needs to configure Cisco ISE Profiling Services to authorize network access for IP speakers that require
access to the intercom system. This traffic needs to be identified if the ToS bit is set to 5 and the destination IP address
is the intercom system. What must be configured to accomplish this goal? 

A. NMAP 

B. NETFLOW 

C. pxGrid 

D. RADIUS 

Correct Answer: B 
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Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_prof_pol.html 

 

QUESTION 4

An engineer is configuring Cisco ISE for network device administration and has devices that support both protocols.
What are two benefits of choosing TACACS+ over RADIUS for these devices? (Choose two.) 

A. TACACS+ uses secure EAP-TLS while RADIUS does not. 

B. TACACS+ is FIPS compliant while RADIUS is not. 

C. TACACS+ encrypts the entire payload being sent while RADIUS only encrypts the password. 

D. TACACS+ is designed for network access control while RADIUS is designed for role-based access. 

E. TACACS+ provides the ability to authorize specific commands while RADIUS does not. 

Correct Answer: CE 

 

 

QUESTION 5

An engineer is working with a distributed deployment of Cisco ISE and needs to configure various network probes to
collect a set of attributes from the endpoints on the network. Which node should be used to accomplish this task? 

A. PSN 

B. primary PAN 

C. pxGrid 

D. MnT 

Correct Answer: A 
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