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QUESTION 1

A network administrator has just added a front desk receptionist account to the Cisco ISE Guest Service sponsor group.
Using the Cisco ISE Guest Sponsor Portal, which guest services can the receptionist provide?

A. Authenticate guest users to Cisco ISE.

B. Keep track of guest user activities.

C. Create and manage guest user accounts.

D. Configure authorization setting for guest users.

Correct Answer: C

QUESTION 2

Which two events trigger a CoA for an endpoint when CoA is enabled globally for ReAuth? (Choose two.)
A. endpoint marked as lost in My Devices Portal

B. addition of endpoint to My Devices Portal

C. endpoint profile transition from Aop.e-dev.ee to Apple-iPhone

D. endpoint profile transition from Unknown to Windows 10-Workstation

E. updating of endpoint dACL.

Correct Answer: CD

QUESTION 3

An engineer is using profiling to determine what access an endpoint must receive. After configuring both Cisco ISE and
the network devices for 802.1X and profiling, the endpoints do not profile prior to authentication.

What are two reasons this is happening? (Choose two.)

A. Closed mode is restricting the collection of the attributes prior to authentication.

B. The HTTP probe is malfunctioning due to closed mode being enabled.

C. The SNMP probe is not enabled.

D. NetFlow is not enable on the switch, so the attributes will not be collected.

E. The switch is collecting the attributes via RADIUS but the probes are not sending them.

Correct Answer: AE
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QUESTION 4

What is a valid status of an endpoint attribute during the device registration process?
A. block listed

B. pending

C. unknown

D. DenyAccess

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/admin_guide/b_ise_admin_guide_23/b_ise_admin_g
uide_23_new_chapter_0100011.html

QUESTION 5

An administrator must configure Cisco ISE to authenticate a user accessing a Cisco Adaptive Security Appliance firewall
using SSH. The solution must meet these requirements:

? The local Cisco ISE database must be used for user authentication ? ASA commands run by users must be validated
The configurations were performed: ? added the Cisco Adaptive Security Appliance firewall ? configured user accounts
? enabled Device Admin Service in Cisco ISE ? configured a TACACS profile ? configured an authorization policy ?
configured the Cisco Adaptive Security Appliance firewall for authentication and authorization

Which two actions must be taken in Cisco ISE? (Choose two.)

A. Enable local authentication.

B. Configure a user identity group.

C. Configure an authentication profile.

D. Configure TACACS command sets.

E. Configure an authorization profile.

Correct Answer: BD
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