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QUESTION 1

When the Spam Quarantine is configured on the Cisco ESA, what validates end-users via LDAP during login to the End-
User Quarantine?

A. Enabling the End-User Safelist/Blocklist feature
B. Spam Quarantine External Authentication Query
C. Spam Quarantine End-User Authentication Query
D. Spam Quarantine Alias Consolidation Query
Correct Answer: C

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118692-configure-
esa-00.html

QUESTION 2
DRAG DROP
Drag and drop the graymail descriptions from the left onto the verdict categories they belong to on the right.

Select and Place:

messages that contain unwanted or
unsolicited cortent from senders who bulk
typically are untriusted

messages sent by professional groups _
to a subscribed mailing list, marketing
for example, Amazon.com

messages from social networks, dating
websites, forums, and so on, social
for example, Linkedin and CNET forums

messages sent by unrecognized groups
to mailing lists, for example, TechTarget, Spam
a technology media company

Correct Answer:
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messages sent by unrecognized groups
to mailing lists, for example, TechTarget,
a technology media company

messages sent by professional groups
to a subscribed mailing list,
for example, Amazon.com

messages from social networks, dating
websites, forums, and so on,
for example, Linkedin and CNET forums

messages that contain unwanted or
unsolicited content from senders who
typically are untriusted

QUESTION 3

Which two features are applied to either incoming or outgoing mail policies? (Choose two.)
A. Indication of Compromise

B. application filtering

C. outbreak filters

D. sender reputation filtering

E. antivirus

Correct Answer: CE

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esall-1/user_guide/b_ESA Admin_Guide 11 1/b ESA
_Admin_Guide_chapter_01001.html

QUESTION 4

A content dictionary was created for use with Forged Email Detection. Proper data that pertains to the CEO "Example
CEO" must be entered. What must be added to the dictionary to accomplish this goal?

A. ceo
B. Example CEO
C. ceo@example.com

D. example.com
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Correct Answer: C

QUESTION 5

Which component must be added to the content filter to trigger on failed SPF Verification or DKIM Authentication
verdicts?

A. status

B. response
C. parameter
D. condition

Correct Answer: D
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