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QUESTION 1

DRAG DROP
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Drag and drop the Cisco ESA reactions to a possible DLP from the left onto the correct action types on the right.

Select and Place:

encrypt messages

quarantine

deliver

send a copy to a policy quarantine

add a disclaimer

Correct Answer:

send a copy to a policy quarantine

encrypt messages

add a disclaimer
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Reference:

https://www.cisco.com/c/en/us/td/docs/security/esa/esal2-0/user_guide/b_ESA Admin_Guide_12_0/b_ESA_Admin_Gu
ide_chapter_010001.html (message actions)

QUESTION 2

What is the default port to deliver emails from the Cisco ESA to the Cisco SMA using the centralized Spam
Quarantine?

A. 8025
B. 6443
C. 6025
D. 8443
Correct Answer: C

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118692-configure-
esa-00.html

QUESTION 3

Which feature must be activated on a Cisco ESA to combat backscatter?
A. Graymail Detection

B. Bounce Profile

C. Forged Email Detection

D. Bounce Verification

Correct Answer: D

QUESTION 4

A network administrator is modifying an outgoing mail policy to enable domain protection for the organization. A DNS
entry is created that has the public key. Which two headers will be used as matching criteria in the outgoing mail policy?
(Choose two.)

A. message-ID

B. sender

C. URL reputation

D. from
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E. mail-from

Correct Answer: BD

QUESTION 5

Refer to the exhibit.

lTE.ST: if (forged-email-detection (“support”, 60)) { fed(“from”, “*); }J
_ _

An engineer needs to change the existing Forged Email Detection message filter so that it references a newly created
dictionary named "Executives\\'. What should be done to accomplish this task?

A. Change "from" to "Executives".

B. Change "TEST" to "Executives".
C. Change "fed" to "Executives".

D. Change "support" to "Executives".

Correct Answer: D
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