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QUESTION 1

An engineer is configuring an SMTP authentication profile on a Cisco ESA which requires certificate verification. Which
section must be configured to accomplish this goal? 

A. Mail Flow Policies 

B. Sending Profiles 

C. Outgoing Mail Policies 

D. Verification Profiles 

Correct Answer: A 

 

QUESTION 2

An email containing a URL passes through the Cisco ESA that has content filtering disabled for all mail policies. The
sender is sampleuser@test1.com, the recipients are testuser1@test2.com, testuser2@test2.com, testuser3@test2.com,
and mailer1@test2.com. The subject of the email is Test Document395898847. An administrator wants to add a policy
to ensure that the Cisco ESA evaluates the web reputation score before permitting this email. 

Which two criteria must be used by the administrator to achieve this? (Choose two.) 

A. Subject contains "TestDocument" 

B. Sender matches test1.com 

C. Email body contains a URL 

D. Date and time of email 

E. 

Correct Answer: AC 

 

QUESTION 3

The CEO added a sender to a safelist but does not receive an important message expected from the trusted sender. An
engineer evaluates message tracking on a Cisco ESA and determines that the message was dropped by the antivirus
engine. What is the reason for this behavior? 

A. End-user safelists apply to antispam engines only. 

B. The sender didn\\'t mark the message as urgent. 

C. Administrative access is required to create a safelist. 

D. The sender is included in an ISP blocklist. 

Correct Answer: A 
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QUESTION 4

Which action on the Cisco ESA provides direct access to view the safelist/blocklist? 

A. Show the SLBL cache on the CLI. 

B. Monitor Incoming/Outgoing Listener. 

C. Export the SLBL to a .csv file. 

D. Debug the mail flow policy. 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117922-technote-esa-00.html 

 

QUESTION 5

Which feature must be activated on a Cisco ESA to combat backscatter? 

A. Graymail Detection 

B. Bounce Profile 

C. Forged Email Detection 

D. Bounce Verification 

Correct Answer: D 
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