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QUESTION 1

The CEO sent an email indicating that all emails containing a string of 123ABCDEFGHJ cannot be delivered and must
be sent into quarantine for further inspection. Given the requirement, which regular expression should be used to match
on that criteria? 

A. \d{3}[A?]{9} 

B. {3}\d{9}[A?] 

C. \w{3}[A?]{9} 

D. \\D{3}[A?]{9} 

Correct Answer: B 

 

QUESTION 2

A Cisco ESA administrator recently enabled the Outbreak Filters Global Service Setting to detect Viral as well as Non-
Viral threat detection, with no detection of Non-Viral threats after 24 hours of monitoring Outbreak Filters. What is the
reason that Non-Viral threat detection is not detecting any positive verdicts? 

A. The Outbreak Filters option Graymail Header must be enabled. 

B. The Outbreak Filters option URL Rewriting must be enabled. 

C. Non-Viral threat detection requires AntiSpam or Intelligent Multi-Scan enablement to properly function. 

D. Non-Viral threat detection requires AntiVirus or AMP enablement to properly function. 

Correct Answer: C 

 

QUESTION 3

Email encryption is configured on a Cisco ESA that uses CRES. 

Which action is taken on a message when CRES is unavailable? 

A. It is requeued. 

B. It is sent in clear text. 

C. It is dropped and an error message is sent to the sender. 

D. It is encrypted by a Cisco encryption appliance. 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117863-configure-
esa-00.html 
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QUESTION 4

An engineer is tasked with creating a content filter to catch attachments, including credit card numbers, and hold them
for review until further action is taken. Which component on a Cisco ESA must be configured to meet this requirement? 

A. Spam Quarantine 

B. Outbreak Filter 

C. Policy Quarantine 

D. Content Filter 

Correct Answer: D 

 

QUESTION 5

A recent engine update was pulled down for graymail and has caused the service to start crashing. It is critical to fix this
as quickly as possible. What must be done to address this issue? 

A. Roll back to a previous version of the engine from the Services Overview page. 

B. Roll back to a previous version of the engine from the System Health page. 

C. Download another update from the IMS and Graymail page. 

D. Download another update from the Service Updates page. 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA
_Admin_Guide_11_1_chapter_0100010.html#task_9F07A032042F48C6AEDB69D325CD3C5F 
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