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QUESTION 1

A Cisco ESA is configured such that emails with a reputation score above -6 are logged and those with a score below -6
are logged, encrypted, and then delivered. An email body contains a shortened URL that exceeds the nested shortened
URLs limit. Which action is taken against the email? 

A. It is encrypted but not logged. 

B. It is logged but not encrypted. 

C. It is logged and dropped. 

D. It is logged and encrypted. 

Correct Answer: A 

 

QUESTION 2

An administrator needs to configure a Cisco ESA to block specific domains based on their reputation. Which service
within the Cisco ESA should be utilized to accomplish this task? 

A. Receiving SMTP Policy 

B. Data Loss Prevention 

C. Anti-Virus 

D. Sender Group 

Correct Answer: A 

 

QUESTION 3

The CEO added a sender to a safelist but does not receive an important message expected from the trusted sender. An
engineer evaluates message tracking on a Cisco ESA and determines that the message was dropped by the antivirus
engine. What is the reason for this behavior? 

A. End-user safelists apply to antispam engines only. 

B. The sender didn\\'t mark the message as urgent. 

C. Administrative access is required to create a safelist. 

D. The sender is included in an ISP blocklist. 

Correct Answer: A 

 

QUESTION 4
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An organization has strict rules for meeting specific criteria to approve certificate authorities. A Cisco ESA administrator
within the organization is receiving complaints about failed inbound emails from a domain. The administrator is also
seeing TLS certificate errors. What is the reason for this issue? 

A. Firewall inspection is preventing transmission of certificate data. 

B. The certificate authority is not on the system list. 

C. The TLSv1.0 protocol is not supported. 

D. The certificate chain is broken. 

Correct Answer: D 

 

QUESTION 5

Which type of query must be configured when setting up the Spam Quarantine while merging notifications? 

A. Spam Quarantine Alias Routing Query 

B. Spam Quarantine Alias Consolidation Query 

C. Spam Quarantine Alias Authentication Query 

D. Spam Quarantine Alias Masquerading Query 

Correct Answer: B 
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