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QUESTION 1

When outbreak filters are configured, which two actions are used to protect users from outbreaks? (Choose two.) 

A. redirect 

B. return 

C. drop 

D. delay 

E. abandon 

Correct Answer: AD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_chapter_01110.html 

 

QUESTION 2

A list of company executives is routinely being spoofed, which puts the company at risk of malicious email attacks. An
administrator must ensure that executive messages are originating from legitimate sending addresses. Which two steps
must be taken to accomplish this task? (Choose two.) 

A. Create an incoming content filter with SPF detection. 

B. Create a content dictionary including a list of the names that are being spoofed. 

C. Enable the Forged Email Detection feature under Security Settings. 

D. Enable DMARC feature under Mail Policies. 

E. Create an incoming content filter with the Forged Email Detection condition. 

Correct Answer: AD 

 

QUESTION 3

Which suboption must be selected when LDAP is configured for Spam Quarantine End-User Authentication? 

A. Designate as the active query 

B. Update Frequency 

C. Server Priority 

D. Entity ID 

Correct Answer: A 
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Reference: https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma11-5/user_guide/b_SMA_Ad
min_Guide_11_5/b_SMA_Admin_Guide_11_5_chapter_01010.html 

 

QUESTION 4

A recent engine update was pulled down for graymail and has caused the service to start crashing. It is critical to fix this
as quickly as possible. What must be done to address this issue? 

A. Roll back to a previous version of the engine from the Services Overview page. 

B. Roll back to a previous version of the engine from the System Health page. 

C. Download another update from the IMS and Graymail page. 

D. Download another update from the Service Updates page. 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA
_Admin_Guide_11_1_chapter_0100010.html#task_9F07A032042F48C6AEDB69D325CD3C5F 

 

QUESTION 5

A Cisco ESA administrator has several mail policies configured. While testing policy match using a specific sender, the
email was not matching the expected policy. 

What is the reason of this? 

A. The "From" header is checked against all policies in a top-down fashion. 

B. The message header with the highest priority is checked against each policy in a top-down fashion. 

C. The "To" header is checked against all policies in a top-down fashion. 

D. The message header with the highest priority is checked against the Default policy in a top-down fashion. 

Correct Answer: D 
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