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QUESTION 1

Which process is skipped when an email is received from safedomain.com, which is on the safelist?
A. message filter

B. antivirus scanning

C. outbreak filter

D. antispam scanning

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/214269-filter-to-handle-
messages-that-skipped-d.html

QUESTION 2

Which two Cisco ESA features are used to control email delivery based on the sender? (Choose two.)
A. incoming mail policies

B. spam quarantine

C. outbreak filter

D. safelists

E. blocklists

Correct Answer: DE

QUESTION 3

The CEO sent an email indicating that all emails containing a string of 1223ABCDEFGHJ cannot be delivered and must
be sent into quarantine for further inspection. Given the requirement, which regular expression should be used to match
on that criteria?

A.\d{3}[A?]{9}

B. {3N\d{9}[A?]

C. WA3}A?K9}

D. \D{3}[A?){9}

Correct Answer: B
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QUESTION 4

An administrator is trying to enable centralized PVO but receives the error, "Unable to proceed with Centralized Policy,
Virus and Outbreak Quarantines configuration as esal in Cluster has content filters / DLP actions available at a level
different from the cluster level."

What is the cause of this error?

A. Content filters are configured at the machine-level on esal.

B. DLP is configured at the cluster-level on esa2.

C. DLP is configured at the domain-level on esal.

D. DLP is not configured on host1.

Correct Answer: D

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118026-technote-esa-00.html

QUESTION 5

What are two primary components of content filters? (Choose two.)
A. conditions

B. subject

C. content

D. actions

E. policies

Correct Answer: AD

Reference: https://www.cisco.com/c/en/us/td/docs/security/ces/user_guide/esa_user_guide_11-1/b_ESA_Admin_Guide
_ces_11 1/b_ESA_Admin_Guide_chapter_01010.pdf
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