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QUESTION 1

What must be configured to require users to click through an acceptance page before they are allowed to go to the
Internet through the Cisco WSA?

A. Enable End-User Acknowledgement Page and set to Required in Identification Profiles

B. Enable End -User URL Filtering Warning Page and set to Required in Identification Profiles
C. Enable End-User Acknowledgement Page and set to Required in Access Policies

D. Enable End-User URL Filtering Warning Page and set to Required in Access Policies
Correct Answer: C

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_chapter_010100.html

QUESTION 2

What is the purpose of using AMP file analysis on a Cisco WSA to continuously evaluate emerging threats?
A. to take appropriate action on new files that enter the network

B. to remove files from quarantine by stopping their retention period

C. to notify you of files that are determined to be threats after they have entered your network

D. to send all files downloaded through the Cisco WSA to the AMP cloud

Correct Answer: C

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-5/user_guide/b_WSA_ UserGuide_11 5 1/b WS
A_UserGuide_11 5 1 chapter_01110.html

QUESTION 3
DRAG DROP
Drag and drop the properties from the left onto the correct advanced web proxy setting descriptions on the right.

Select and Place:
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Answer Area

maximum time (in seconds) that the web proxy keeps
In-Use Connection Timeout open a connection to a client or server after a transaction
: has been completed and no further activity is detectad

maximum time (in seconds) that the web proxy waits for
Simultaneous Persistent Connections more data from an idle client or szrver when the current
transaction has not vet been completed

maximiun number of TCP sockets that the web proxy

Use Received Headers keeps open with servers

allows an upstream web proxy to identify clients by IP

Persistent Connection Timeout address

Correct Answer:

Answer Area

Persistent Connection Timeount

In-Use Connection Timeout

Simultaneous Persistent Connections

Use Received Headers

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_0100.html

QUESTION 4

Which IP address and port are used by default to run the system setup wizard?
A. http://192.168.42.42:80

B. https://192.168.42.42:8080

C. https://192.168.42.10:8443

D. http://192.168.43.42:8080
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Correct Answer: B

Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/content_security/hardware/x95_series/Sx95 GSG.pdf
(14)

QUESTION 5

Which method is used by AMP against zero-day and targeted file-based attacks?
A. analyzing behavior of all files that are not yet known to the reputation service
B. periodically evaluating emerging threats as new information becomes available
C. implementing security group tags

D. obtaining the reputation of known files

Correct Answer: D

Reference: https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/advanced-malware-
protection/solution-overview-c22-734228.html
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