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QUESTION 1

Which behavior is seen while the policy trace tool is used to troubleshoot a Cisco WSA?

A. External DLP polices are evaluated by the tool

B. A real client request is processed and an EUN page is displayed

C. SOCKS policies are evaluated by the tool

D. The web proxy does not record the policy trace test requests in the access log when the tool is in use
Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_appendix_011001.html#con_1415277

QUESTION 2

What is required on the Cisco WSA when an AMP file reputation server private cloud is configured?
A. private key from the server to encrypt messages

B. private key to decrypt messages

C. public and private keys from the server

D. public key from the server

Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_010001.html

QUESTION 3

What is the default action when a new custom category is created and added to an access policy?
A. monitor

B. allow

C. block

D. decrypt

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA UserGuide_11 7/b_WSA _
UserGuide_11_7_chapter_01001.html
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QUESTION 4

Which statement about Cisco Advanced Web Security Reporting integration is true?
A. AWSR uses IP addresses to differentiate Cisco WSA deployments

B. AWSR does not require a license to index data

C. AWSR can remove log files after they are indexed

D. AWSR installation is CLI-based on Windows and Red Hat Linux systems

Correct Answer: D

Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/WSA_Advanced_Reporting_
7/Advanced_Web_Security_Reporting_7_0.pdf

QUESTION 5

Which method is used by AMP against zero-day and targeted file-based attacks?
A. analyzing behavior of all files that are not yet known to the reputation service
B. periodically evaluating emerging threats as new information becomes available
C. implementing security group tags

D. obtaining the reputation of known files

Correct Answer: D

Reference: https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/advanced-malware-
protection/solution-overview-c22-734228.html
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