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QUESTION 1

Which two caches must be cleared on a Cisco WSA to resolve an issue in processing requests? (Choose two.) 

A. authentication cache 

B. application cache 

C. logging cache 

D. DNS cache 

E. HTTP cache 

Correct Answer: AD 

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118259-technote-wsa-00.html 

 

QUESTION 2

Which statement about the SOCKS proxy is true? 

A. SOCKS is a general purpose proxy 

B. SOCKS operates on TCP port 80, 443, and 8334 

C. SOCKS is used only for traffic that is redirected through a firewall 

D. SOCKS is used for UDP traffic only 

Correct Answer: A 

Reference: http://www.jguru.com/faq/view.jsp?EID=227532 

 

QUESTION 3

Which type of certificate must be installed on a Cisco WSA for HTTPS inspection? 

A. server 

B. client 

C. root 

D. wildcard 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117792-technote-wsa-00.html 
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QUESTION 4

Which port is configured in a browser to use the Cisco WSA web proxy with default settings? 

A. 8080 

B. 8443 

C. 8021 

D. 3128 

Correct Answer: D 

Reference: https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2013/CVD-
WebSecurityUsingCiscoWSADesignGuide-AUG13.pdf (16) 

 

QUESTION 5

Which information in the HTTP request is used to determine if it is subject to the referrer exceptions feature in the Cisco
WSA? 

A. protocol 

B. version 

C. header 

D. payload 

Correct Answer: C 

Requests for embedded content usually include the address of the site from which the request originated (this is known
as the "referer" field in the request\\'s HTTP header). This header information is used to determine categorization of the
referred content. Reference https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuid
e/b_WSA_UserGuide_chapter_01100.html 
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