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QUESTION 1

What is the default action when a new custom category is created and added to an access policy?
A. monitor

B. allow

C. block

D. decrypt

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_ 11 7/b_ WSA _
UserGuide_11_7_chapter_01001.html

QUESTION 2

Which two log types does the Cisco WSA provide to troubleshoot Cisco data security and external data loss prevention
policies? (Choose two.)

A. upload data

B. data security

C. default proxy

D. data access

E. external data
Correct Answer: CE

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_010011.html

QUESTION 3

Which two benefits does AMP provide compared to the other scanning engines on the Cisco WSA? (Choose two.)
A. protection against malware

B. protection against zero-day attacks

C. protection against spam

D. protection against viruses

E. protection against targeted file-based attacks
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Correct Answer: AB

Reference: https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/advanced-malware-
protection/solution-overview-c22-734228.html

QUESTION 4

Which information within Cisco Advanced Web Security Reporting is used to generate a report that lists visited
domains?

A. URL categories

B. web reputation

C. websites

D. application visibility
Correct Answer: A

Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/WSA_Advanced_Reporting_
6/Advanced_Web_Security_Reporting_6_6.pdf (39)

QUESTION 5

What is a benefit of integrating Cisco WSA with TrustSec in ISE?

A. The policy trace tool can be used to match access policies using specific SGT

B. Traffic of authenticated users who use 802.1x can be tagged with SGT to identification profiles in a Cisco WSA
C. ISE can block authentication for users who generate multiple sessions using suspect TCP ports

D. Users in a specific SGT can be denied access to certain social websites.

Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/1-3/ISE-WSAlntegrationDoc/b_ISE-WSAlIntegration.html
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