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QUESTION 1

Which two configuration options can be configured when invalid certificates are processed with the HTTPS proxy on
WSA enabled? (Choose two.)

A. allow

B. monitor

C. drop

D. block

E. redirect

Correct Answer: BC

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_ 11 7/b_ WSA _
UserGuide_11_7_chapter_01011.html

QUESTION 2

When a Cisco WSA is installed with default settings, which port is assigned to the web proxy if the M1 port is used
exclusively for management?

ATl
B. P2
C.T2
D.P1
Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-5/user_guide/b_WSA_ UserGuide_11 5 1/b WS
A _UserGuide_11 5 1 chapter_01.html

QUESTION 3

How does the Cisco WSA choose which scanning engine verdict to use when there is more than one verdict?
A. based on the least restrictive verdict

B. based on the most restrictive verdict

C. based on the first verdict returned

D. based on the last verdict returned

Correct Answer: B
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Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_chapter_010000.html

QUESTION 4

Which behavior is seen while the policy trace tool is used to troubleshoot a Cisco WSA?

A. External DLP polices are evaluated by the tool

B. A real client request is processed and an EUN page is displayed

C. SOCKS policies are evaluated by the tool

D. The web proxy does not record the policy trace test requests in the access log when the tool is in use
Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_appendix_011001.html#con_1415277

QUESTION 5

Which certificate format does a Cisco WSA need when HTTPS proxy is configured?
A. DER

B. CER

C. PEM

D. CRL

Correct Answer: C

Reference: https://community.cisco.com/t5/security-documents/wsa-training-series-how-to-configure-the-https-proxy-on-
the/ta-p/3148673
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