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QUESTION 1

Which action is a valid default for the Global Access Policy in the Application Visibility Control engine on the Cisco
WSA?

A. bandwidth limit
B. permit

C. restrict

D. monitor
Correct Answer: D

Reference: https://hrouhani.org/cisco-web-security-appliance-ironport/

QUESTION 2

A network administrator noticed that all traffic that is redirected to the Cisco WSA from the Cisco ASA firewall cannot get
to the Internet in a Transparent proxy environment using WCCP. Which troubleshooting action must be taken on the CLI
to make sure that WCCP communication is not failing?

A. Disable WCCP to see if the WCCP service is causing the issue

B. Explicitly point the browser to the proxy

C. Ping the WCCP device

D. Check WCCP logs in debug mode

Correct Answer: D

QUESTION 3
A user browses to a company website that is categorized as "Business and Industry" and contains a Facebook post.

The user cannot see the Facebook post because the category "Social Networking" is blocked. Which configuration
allows the user to see the Facebook post?
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A web site may embed or refer to content that is categorized as a different category, or that is considered an application. For example, a News
web site could contain content categorized as Streaming Video, and the action selected for its own category/application, regardless of what
web site it is embededed in. Use this table to set exceptions (e.g., to permit all content referred firom News web sites, or from a custom category.)

[v| Enable Referrer Exceptions

Set Exception for Content Referred by These Categories: | Set Exception for This Referred Content:

Business and Industry | selected embedded / referred content |v| Categories: Social Networking
Applications: Click to select applications...

A web site may embed or refer to content that is categorized as a different category, or that is considered an application. For example, a News
web site could contain content categorized as Streaming Video, and the action selected for its own category/application, regardless of what
web site it is embedded in. Use this table to set exceptions (e.g., to permit all content referred from News web sites, or from a custom category.)

[v] Enable Referrer Exceptions

Set Exception for Content Referred by These Categories: | Set Exception for This Referred Content:

Social Networking IAll embedded / referred content |v|

A web site may embed or refer to content that is caregorized as a different category, or that is considered an application. For example, a News
web site could contain content categorized as Streaming Video, and the action selected for its own category/application, regardless of what
web site it is embedded in. Use this table to set exceptions (e.g., to permit all content referrved from News web sites, or from a custom category.)

[+ Enable Referrer Exceptions

Set Exception for Content Referred by These Categories: | Set Exception for This Referred Content:

Social Networking |All embedded / referred content except lv‘ Categories; Business and Industry
Applications: Click to select applications...

© b. A web site may embed or refer to content rhat is categorized as a different category, or that is considered an application. For example, a News

web site could contain content categorized as Streaming Video, and the action selected for its own category/application, regardless of what
web site it is embedded in. Use this table to set exceptions (e.g., to permit all content referred from News web sites, or from a custom category.)

[v] Enable Referrer Exceptions

Set Exception for Content Referred by These Categories: | Set Exception for This Referred Content:

Business and Industry All embedded / referred content except |\/| Categories: Social Networking
Applications: Click to select applications...

A. Option A
B. Option B
C. Option C
D. Option D
Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_11 7/b_WSA _
UserGuide_11_7_chapter_01001.html

QUESTION 4

Which port is configured in a browser to use the Cisco WSA web proxy with default settings?
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A. 8080

B. 8443
C. 8021
D. 3128
Correct Answer: D

Reference: https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2013/CVD-
WebSecurityUsingCiscoWSADesignGuide-AUG13.pdf (16)

QUESTION 5
DRAG DROP
Drag and drop the access policy options from the left onto the correct descriptions on the right.

Select and Place:

Answer Area

objects allows ports via HTTP CONNECT

based on categories, can filter based on

rotocols and user agents : 7
P 8 time range and redirecting the request

file reputation filters based on AVC
applications filters based on file characteristics
URL filtering based on AMP

Correct Answer:
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Answer Area
protocols and user agents
URL filtering
applications
objects
file reputation

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_ UserGuide/b_WSA_ User
Guide_chapter_01101.pdf (10)
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