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QUESTION 1

Which behavior is seen while the policy trace tool is used to troubleshoot a Cisco WSA?

A. External DLP polices are evaluated by the tool

B. A real client request is processed and an EUN page is displayed

C. SOCKS policies are evaluated by the tool

D. The web proxy does not record the policy trace test requests in the access log when the tool is in use
Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_appendix_011001.html#con_1415277

QUESTION 2

What is a benefit of integrating Cisco Cognitive Threat Analytics with a Cisco WSA?
A. It adds additional information to the Cisco WSA reports

B. It adds additional malware protection to the Cisco WSA

C. It provides the ability to use artificial intelligence to block viruses

D. It reduces time to identify threats in the network

Correct Answer: D

Reference: https://www.ironportstore.com/datasheets/data_sheet c78-729630.pdf

QUESTION 3

What causes authentication failures on a Cisco WSA when LDAP is used for authentication?
A. when the passphrase contains only 5 characters

B. when the passphrase contains characters that are not 7-bit ASCI

C. when the passphrase contains one of following characters @ # $ % "\

D. when the passphrase contains 50 characters

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_appendix_011001.html
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QUESTION 4

Which port is configured in a browser to use the Cisco WSA web proxy with default settings?
A. 8080

B. 8443

C. 8021

D. 3128

Correct Answer: D

Reference: https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2013/CVD-
WebSecurityUsingCiscoWSADesignGuide-AUG13.pdf (16)

QUESTION 5
DRAG DROP

Drag and drop the actions from the left into the correct order on the right in which they occur as an HTTPS session
passes through the Cisco WSA.

Select and Place:

Answer Area
Server replies with server certificate to Cisco WSA step 1
Encryption data channel is established step 2

Client sends the session key, which is encrypted by

step 3
using public key of the server certificate P
Client sends a hello message to Cisco WSA step 4
Cisco WSA replies with a proxied certificate of the step 3

destination server to the client

Correct Answer:
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Answer Area

Client sends a hello message to Cisco WSA
|

Client sends the session key, which is encrypted by
- using public key of the server certificate

| Encryption data channel is established

| Cisco WSA replies with a proxied certificate of the
| destination server to the client

|
| Server replies with server certificate to Cisco WSA
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