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QUESTION 1

Which IP address and port are used by default to run the system setup wizard?
A. http://192.168.42.42:80

B. https://192.168.42.42:8080

C. https://192.168.42.10:8443

D. http://192.168.43.42:8080

Correct Answer: B

Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/content_security/hardware/x95_series/Sx95 GSG.pdf
(14)

QUESTION 2
DRAG DROP

Drag and drop the actions from the left into the correct order on the right in which they occur as an HTTPS session
passes through the Cisco WSA.

Select and Place:

Answer Area
Server replies with server certificate to Cisco WSA step 1
Encryption data channel is established step 2

Client sends the session key, which is encrypted by

step 3
using public key of the server certificate P
Client sends a hello message to Cisco WSA step 4
Cisco WSA replies with a proxied certificate of the step 3

destination server to the client

Correct Answer:
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Answer Area

Client sends a hello message to Cisco WSA

Client sends the session key, which is encrypted by
using public key of the server certificate

Encryption data channel is established

Cisco WSA replies with a proxied certificate of the
destination server to the client

Server replies with server certificate to Cisco WSA

QUESTION 3

Which two configuration options are available on a Cisco WSA within a decryption policy? (Choose two.)
A. Pass Through

B. Warn

C. Decrypt

D. Allow

E. Block

Correct Answer: AC

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_11 7/b_WSA _
UserGuide_11_7_chapter_01011.html

QUESTION 4

How does dynamic content analysis improve URL categorization?

A. It analyzes content based on cached destination content

B. It adds intelligence to detect categories by analyzing responses

C. It can be used as the only URL analysis method

D. It analyzes content of categorized URL to tune decisions and correct categorization errors
Correct Answer: D

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118063-ganda-wsa-00.html
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QUESTION 5

Currently configured logs:

. “accesslogs™ Type: “Access Logs™ Retrieval: FTP Poll

. “amp logs™ Type: “AMP Engine Logs” Retrieval: FTP Poll

. “authlogs™ Type: “Authentication Framework Logs™ Retrieval: FTP Poll
. “avc_logs” Type: “AVC Engine Logs” Retrieval: FTP Poll

. “bypasslogs” Type: “Proxy Bypass Logs™ Retrieval: FTP Poll

h e L) b

42. “webcat_logs” Type: “Web Categorization Logs” Retrieval: FTP Poll
43. “webrootlogs™ Type: “Webroot Logs” Retrieval: FTP Poll

44, “welcomeack_logs™ Type: “Welcome Page Acknowledgement Logs" Retrieval: FTP Poll
Enter the number of the log you wish to grep.

[>1

Enter the regular expression to grep.

[]> domain.com

Do you want this search to be case insensitive? [Y]>

Do you want to search for non-matching lines? [N]>

Do you want to tail the logs? (N]>

Do you want to paginate the output? [N]>

Refer to the exhibit. Which command displays this output?
A. grep

B. logconfig

C. rollovernow

D. tail

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117938-configure-wsa-00.html
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