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QUESTION 1

What is the primary benefit of using Cisco Advanced Web Security Reporting?
A. ability to see the malicious activity of a user

B. LATM report with client-malware risk

C. centralized and granular reporting

D. access to a day report with historical data

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/products/collateral/security/web-security-
appliance/datasheet_c78-729104.html

QUESTION 2

What is required on the Cisco WSA when an AMP file reputation server private cloud is configured?
A. private key from the server to encrypt messages

B. private key to decrypt messages

C. public and private keys from the server

D. public key from the server

Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_010001.html

QUESTION 3

Which two configuration options are available on a Cisco WSA within a decryption policy? (Choose two.)
A. Pass Through

B. Warn

C. Decrypt

D. Allow

E. Block

Correct Answer: AC

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA UserGuide_11 7/b_WSA _
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UserGuide_11_7_chapter_01011.html

QUESTION 4

What is the purpose of using AMP file analysis on a Cisco WSA to continuously evaluate emerging threats?
A. to take appropriate action on new files that enter the network

B. to remove files from quarantine by stopping their retention period

C. to notify you of files that are determined to be threats after they have entered your network

D. to send all files downloaded through the Cisco WSA to the AMP cloud

Correct Answer: C

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-5/user_guide/b_WSA_ UserGuide_11 5 1/b WS
A_UserGuide_11 5 1 chapter_01110.html

QUESTION 5

Currently configured logs:
1. “accesslogs™ Type: “Access Logs™ Retrieval: FTP Poll
2. “amp logs™” Type: “AMP Engine Logs” Retrieval: FTP Poll
3. “authlogs™ Type: “Authentication Framework Logs™ Retrieval: FTP Poll
4. “avc_logs™ Type: “AVC Engine Logs” Retrieval: FTP Poll
5. “bypasslogs™ Type: “Proxy Bypass Logs™ Retrieval: FTP Poll
2. “webcat_logs” Type: “Web Categorization Logs™ Retrieval: FTP Poll
43. “webrootlogs™ Type: “Webroot Logs” Retrieval: FTP Poll
44 “welcomeack logs™ Type: “Welcome Page Acknowledgement Logs" Retrieval: FTP Poll
Enter the number of the log you wish to grep.
[>1
Enter the regular expression to grep.
[]> domain.com
Do you want this search to be case insensitive? [Y]>
Do you want to search for non-matching lines? [N]>
Do you want to tail the logs? (N]=
Do you want to paginate the output? [N]>

Refer to the exhibit. Which command displays this output?
A. grep

B. logconfig
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C. rollovernow

D. tail

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117938-configure-wsa-00.html
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