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QUESTION 1

Refer to the exhibit. Which command displays this output? 

A. grep 

B. logconfig 

C. rollovernow 

D. tail 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117938-configure-wsa-00.html 

 

QUESTION 2

Which type of certificate must be installed on a Cisco WSA for HTTPS inspection? 

A. server 

B. client 

C. root 

D. wildcard 
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Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117792-technote-wsa-00.html 

 

QUESTION 3

Which behavior is seen while the policy trace tool is used to troubleshoot a Cisco WSA? 

A. External DLP polices are evaluated by the tool 

B. A real client request is processed and an EUN page is displayed 

C. SOCKS policies are evaluated by the tool 

D. The web proxy does not record the policy trace test requests in the access log when the tool is in use 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_appendix_011001.html#con_1415277 

 

QUESTION 4

What is the purpose of using AMP file analysis on a Cisco WSA to continuously evaluate emerging threats? 

A. to take appropriate action on new files that enter the network 

B. to remove files from quarantine by stopping their retention period 

C. to notify you of files that are determined to be threats after they have entered your network 

D. to send all files downloaded through the Cisco WSA to the AMP cloud 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-5/user_guide/b_WSA_UserGuide_11_5_1/b_WS
A_UserGuide_11_5_1_chapter_01110.html 

 

QUESTION 5

Which statement about configuring an identification profile for machine authentication is true? 

A. Cloud Web Security Connector mode with an active directory enabled supports machine authentication 

B. Identification profile machine ID is supported locally, but the Cisco WSA does not support machine ID authentication 

C. Cloud Web Security with Kerberos enabled supports machine authentication 

D. If an Active Directory realm is used, identification can be performed for an authenticated user or IP address but not
for a machine ID 
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Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-0/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_01001.html 
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