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QUESTION 1

What are two advantages of using GETVPN to traverse over the network between corporate offices? (Choose two.)
A. It has unique session keys for improved security.

B. It supports multicast.

C. It has QoS support.

D. It is a highly scalable any to any mesh topology.

E. It supports a hub-and-spoke topology.

Correct Answer: BD

QUESTION 2

What are two purposes of the key server in Cisco I0S GETVPN? (Choose two.)
A. to download encryption keys

B. to maintain encryption policies

C. to distribute routing information

D. to encrypt data traffic

E. to authenticate group members

Correct Answer: BE

QUESTION 3
DRAG DROP

Drag and drop the correct commands from the night onto the blanks within the code on the left to implement a design
that allow for dynamic spoke-to-spoke communication. Not all comments are used.

Select and Place:
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Router A

interface Tunnell
ip address 10.0.0.1 255.255.255.0
ip nhrp mp multicast dynamic
ip nhrp network-id 1
ip nhrp
no ip split-horizon eigrp 10
tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl
ip address 1.1.1.1 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0.255

Router B

interface Tunnell
ip address 10.0.0.2 255,255.255.0

ip nhrp nhs nbma

ip nhrp network-id 1

ip nhrp
tunnel source GigabitEthernetl
tunnel mode gre multipoint

interface GigabitEthernetl
ip address 2.2.2.2 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0.255

multicast
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1.3

10.0.0.1

redirect

shortcut

server-only

Correct Answer:
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Answer Area

Router A

interface Tunnell
ip address 10.0.0.1 255.255.255.0
ip nhrp mp multicast dynamic ‘
ip nhrp network-id 1
ip nhrp redirect
no ip split-horizon eigrp 10
tunnel source GigabitEthernetl
tunnel mode gre multipoint ‘

interface GigabitEthernetl
ip address 1.1.1.1 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0.255

Router B

interface Tunnell
ip address 10.0.0.2 255,255.255.0

ip nhrp nhs| 10.0.01 |nbma 1111 multicast
ip nhrp network-id 1
ip nhrp | shortcut

tunnel source GigabitEthernetl
tunnel mode ¢gre multipoint

server-only

interface GigabitEthernetl

ip address 2.2.2.2 255.255.255.0

router eigrp 10
network 10.0.0.0 0.0.0.255

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/xe-16/sec-conn-dmvpn-
xe-16-book/sec-conn-dmvpn-summ-maps.html

QUESTION 4

Refer to the exhibit.
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group-policy My _GroupPolicy internal
group-policy My GroupPolicy attributes
vpn-tunnel-protocol 12tp-ipsec
I
webvpn
svc enable
svc keep-installer installed
svc rekey time 30

svc rekey method ssli

l
http server enable 8080
I
tunnel-group My _WebVPN general-attributes
address-pool My Pool

default-group-policy My GroupPolicy

Users cannot connect via AnyConnect SSLVPN. Which action resolves this issue?
A. Configure the ASA to act as a DHCP server.

B. Configure the HTTP server to listen on port 443.

C. Add an IPsec preshared key to the group policy.

D. Add ssl-client to the allowed list of VPN protocols.

Correct Answer: D

QUESTION 5

Which statement about GETVPN is true?
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A. The configuration that defines which traffic to encrypt originates from the key server.
B. TEK rekeys can be load-balanced between two key servers operating in COOP.
C. The pseudotime that is used for replay checking is synchronized via NTP.

D. Group members must acknowledge all KEK and TEK rekeys, regardless of configuration.

Correct Answer: A
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