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QUESTION 1

On an ASA with multiple connection profiles for different departments, what is the best design to ensure that
AnyConnect users are assigned the correct connection profile based on their department and do not have the ability to
choose a different connection profile? 

A. group URL 

B. group alias 

C. dynamic access policy 

D. certificate mapping 

Correct Answer: A 

 

QUESTION 2

A network engineer must configure the Cisco ASA so that Cisco AnyConnect clients establishing an SSL VPN
connection create an additional tunnel for real-time traffic that is sensitive to packet delays. If this additional tunnel
experiences any issues, it must fall back to a TLS connection. Which two Cisco AnyConnect features must be
configured to accomplish this task? (Choose two.) 

A. DTLS 

B. DSCP Preservation 

C. DPD 

D. SSL Rekey 

E. OMTU 

Correct Answer: AC 

 

QUESTION 3

Refer to the exhibit. 
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Based on the debug output, which type of mismatch is preventing the VPN from coming up? 

A. interesting traffic 

B. lifetime 

C. preshared key 

D. PFS 

Correct Answer: A 

TS unacceptable: 

The IPsec SA setup has failed due to a mismatch in the policy rule definition between the gateways for the tunnel
configuration. 

Check the local and remote network configuration on both gateways. 

 

QUESTION 4

Which redundancy protocol must be implemented for IPsec stateless failover to work? 

A. SSO 

B. GLBP 

C. HSRP 
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D. VRRP 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/17826-ipsec-
feat.html 

 

QUESTION 5

An engineer is implementing the FlexVPN solution on a Cisco IOS router. The router must only terminate VPN requests
and must not initiate them. Additionally, the interface must support VPNs from other routers and Cisco AnyConnect
connections. Which interface type must be configured to meet these requirements? 

A. point-to-point GRE tunnel interface 

B. multipoint GRE tunnel interface 

C. static virtual tunnel interface 

D. virtual template interface 

Correct Answer: D 
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