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QUESTION 1

A network engineer has almost finished setting up a clientless VPN that allows remote users to access internal HTTP
servers. Users must enter their username and password twice: once on the clientless VPN web portal and again to log
in to internal HTTP servers. The Cisco ASA and the HTTP servers use the same Active Directory server to authenticate
users. Which next step must be taken to allow users to enter their password only once? 

A. Use LDAPS and add password management to the clientless tunnel group. 

B. Configure auto-sign-on using NTLM authentication. 

C. Set up the Cisco ASA to authenticate users via a SAML 2.0 IDP. 

D. Create smart tunnels for the HTTP servers. 

Correct Answer: B 

 

QUESTION 2

Which technology works with IPsec stateful failover? 

A. GLBR 

B. HSRP 

C. GRE 

D. VRRP 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/ios/12_2/12_2y/12_2yx11/feature/guide/ft_vpnha.html#wp1122512 

 

QUESTION 3

Over the weekend, an administrator upgraded the Cisco ASA image on the firewalls and noticed that users cannot
connect to the headquarters site using Cisco AnyConnect. What is the solution for this issue? 

A. Upgrade the Cisco AnyConnect client version to be compatible with the Cisco ASA software image. 

B. Upgrade the Cisco AnyConnect Network Access module to be compatible with the Cisco ASA software image. 

C. Upgrade the Cisco AnyConnect client driver to be compatible with the Cisco ASA software image. 

D. Upgrade the Cisco AnyConnect Start Before Logon module to be compatible with the Cisco ASA software image. 

Correct Answer: B 

 

QUESTION 4
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Refer to the exhibit. 
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What is configured as a result of this command set? 

A. FlexVPN client profile for IPv6 

B. FlexVPN server to authorize groups by using an IPv6 external AAA 

C. FlexVPN server for an IPv6 dVTI session 

D. FlexVPN server to authenticate IPv6 peers by using EAP 

Correct Answer: C 

The configuration snippet is an identical match to the server configuration when you look it up. Not the client. 

 

QUESTION 5

Refer to the exhibit. 

Client 1 cannot communicate with client 2. Both clients are using Cisco AnyConnect and have established a successful
SSL VPN connection to the hub ASA. Which command on the ASA is missing? 

A. dns-server value 10.1.1.2 

B. same-security-traffic permit intra-interface 

C. same-security-traffic permit inter-interface 
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D. dns-server value 10.1.1.3 

Correct Answer: B 
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