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QUESTION 1

A developer has just completed the configuration of an API that connects sensitive internal systems. Based on company
policies, the security of the data is a high priority.

Which approach must be taken to secure API keys and passwords?
A. Embed them directly in the code.

B. Store them in a hidden file.

C. Store them inside the source tree of the application.

D. Change them periodically.

Correct Answer: D

QUESTION 2

Which two methods are API security best practices? (Choose two.)
A. Use tokens after the identity of a client has been established.

B. Use the same operating system throughout the infrastructure.
C. Use encryption and signatures to secure data.

D. Use basic auth credentials over all internal API interactions.

E. Use cloud hosting services to manage security configuration.

Correct Answer: AC

QUESTION 3

Refer to the exhibit.

quiz = [
{
"gquestion": "Which of these is an IEEE standard for port-based Network Access Control”,
"choicea": ("a": "802.11x"™, "b": "802.1x", "c": "802.11a", "d": "802.11b"},
"answer": "b"

b,

Which expression prints the text "802.1x"?
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A. print(quiz[0][\V'choices\\'][\W'b\\'])

B. print(quiz[\\'choices\\V][\Wb\\'])

C. print(quiz[O][\V'choices\W][\Wb\W][\\W'802.1x\\'])
D. print(quiz[0][\V'question\\'][\\'choices\V][\Wb\\'])

Correct Answer: A

QUESTION 4
DRAG DROP

Drag and drop the code to complete the Cisco Umbrella Investigate WHOIS query that returns a list of domains that are
associated with the email address "admin@example.com". Not all options are used.

Select and Place:

"https://investigate.api.umbrella.com/ /
_||"r n
email emails WHOIS
adminfexample.com whois {admin@example.com}

Correct Answer:

"https://investigate.api.umbrella.com/ WHOIS /
emails i adminfexample.com |"
email
i whois {admin@example.com}

Explanation: https://docs.umbrella.com/investigate-api/docs/whois-information-for-a-domain-1

QUESTION 5

If the goal is to create an access policy with the default action of blocking traffic, using Cisco Firepower Management
Center REST APIs, which snippet is used?
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A - API PATH:
fapi/fmc config/vl/domain/<domain uuid>/object/accesspolicies

- METHOD:
POST

- INPOT JSON:

"type": "AccessPolicy",
"name": "AccessPolicy-test-1",
"defaultRAetion"™: |

"action": "BLOCE"

B. - API PATH:
fapi/fmc config/vl/domain/<domain uuid>/object/securityzones

- METHOD:
POST

- INPUT JSON:

"type": "AccessPolicy",
"name": "AoressPolioy—test-17,
"defaultAction": {

"action": "BLOCK"

]

- APT EATH!I:
/fapi/fmec coenfig/vl/domain/<domain uuid>/object/accesspolicies

- METHOD:
POT

- INPUT JSON:
|
"type": "AccessPolicy",
"name": "AccessPolicy-test-1",
"defaultAction": {
"action": "BLOCEK"
1
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D. =
— API PATH:
/fapi/fmc config/vl/domain/<domain uuid>/object/accesspolicies
— METHOD:
POST
- INPUT JS50ON:
{
"Cype": "AccessPolicy",
"name": "AccessPolicy-test-1",
"action": "FASTPATH"
!
A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: D
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