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QUESTION 1

DRAG DROP
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Drag and drop the code to complete the URL for the Cisco AMP for Endpoints API POST request so that it will add a

sha256 to a given file_list using file_list_guid.

Select and Place:

https://api.amp.cisco.com/v1

I I
¢ {

files file_lists
{:sha256} {:file_list_guid}
Correct Answer:
https://api.amp.cisco.com/v1
/ file_lists /N {file_list_guid} / files {:sha256}

Reference: https://api-docs.amp.cisco.com/api_actions/details?api_action=POST+%2Fv1%2Ffile_lists%2F%7B%3Afile
_list_guid%7D%2Ffiles%2F%7B%3Asha256%7Dandapi_host=api.eu.amp.cisco.comandapi_resource=File+List+Iteman

dapi_version=v1

QUESTION 2

If the goal is to create an access policy with the default action of blocking traffic, using Cisco Firepower Management

Center REST APIs, which snippet is used?
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A - API PATH:
fapi/fmc config/vl/domain/<domain uuid>/object/accesspolicies

- METHOD:
POST

- INPOT JSON:

"type": "AccessPolicy",
"name": "AccessPolicy-test-1",
"defaultRAetion"™: |

"action": "BLOCE"

B. - API PATH:
fapi/fmc config/vl/domain/<domain uuid>/object/securityzones

- METHOD:
POST

- INPUT JSON:

"type": "AccessPolicy",
"name": "AoressPolioy—test-17,
"defaultAction": {

"action": "BLOCK"

]

- APT EATH!I:
/fapi/fmec coenfig/vl/domain/<domain uuid>/object/accesspolicies

- METHOD:
POT

- INPUT JSON:
|
"type": "AccessPolicy",
"name": "AccessPolicy-test-1",
"defaultAction": {
"action": "BLOCEK"
1
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— API PATH:
fapi/fmc config/vl/domain/<domain uuid>/object/accesspolicies

— METHOD:
POST

- INPUT JS0ON:

"Cype": "AccessPolicy",
"name": "AccessPolicy-test-1",
"action": "FASTPATH"

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: D

QUESTION 3

Which two APIs are available from Cisco ThreatGRID? (Choose two.)
A. Access

B. User Scope

C. Data

D. Domains

E. Curated Feeds

Correct Answer: CE

QUESTION 4

A developer has just completed the configuration of an API that connects sensitive internal systems. Based on company
policies, the security of the data is a high priority.

Which approach must be taken to secure API keys and passwords?
A. Embed them directly in the code.

B. Store them in a hidden file.
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C. Store them inside the source tree of the application.
D. Change them periodically.

Correct Answer: D

QUESTION 5

Which snippet is used to create an object for network 10.0.69.0/24 using Cisco Firepower Management Center REST
APIs?
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— API PATH:
/api/fmc config/vl/domain/<domain uuid>/object/networks

— METHOD:
BQST
- INPUT JSON:
{
"type": "Network",

"value": "10.0.69.0/24",
"overridable": false,
*description™: " "
"name": "Branch 1 net"

— APT PATH:
/api/fmc config/vl/domain/<domain uuid>/ocbject/networkgroups

- METHOD:
PUT

- INPUT JSON:

"type": "Network",
"yalue™: "10.0.89.0/24",
"overridable": false,
"description": " ",
"name": "Branch_1l net"

- APT PATH:
/api/fmc_config/vl/domain/<domain uuid>/object/networkgroups

— METHOD:
POST

— INPUT JSON:

"type": "Network",
"value": "10.0.69.0/24",
"overridable": false,
*description™: " "

- AFPI PATH:
/api/fmc_config/vl/domain/<domain uuid>/object/networks

— METHOD:
POST

— INPUT JEON:

"type™: "Network",
"valua": "10.0.69.0/24",
"overridable™: false,
"description™: " "
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A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: A
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