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QUESTION 1

Refer to the exhibit.

import requests

API KEY = "12345678%abcdef"

URL = "https://example.obsrvbl.com/api/v3/alerts/alert/"
HEADERS = {"Authorization": "Bearer {}".format (API_KEY) }

response = requests.get (URL, headers=HEADERS)

A security engineer created a script and successfully executed it to retrieve all currently open alerts. Which print
command shows the first returned alert?

A. print(response[data][0])

B. print(response[results][0])

C. print(response.json()[data][0])
D. print(response.json()[results][0])

Correct Answer: A

QUESTION 2

Which description of synchronous calls to an APl is true?
A. They can be used only within single-threaded processes.
B. They pause execution and wait for the response.

C. They always successfully return within a fixed time.

D. They can be used only for small requests.

Correct Answer: B

QUESTION 3

DRAG DROP
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Drag and drop the code to complete the Cisco Umbrella Investigate WHOIS query that returns a list of domains that are
associated with the email address "admin@example.com”. Not all options are used.

Select and Place:

"https://investigate.api.umbrella.com/ /
_I|l'r mn
email emails WHOIS
adminfexample.com whois {admin@example.com}

Correct Answer:

"https://investigate.api.umbrella.com/ WHOIS /
emails i adminfiexample.com |"
email
i whois {admin@example.com}

Explanation: https://docs.umbrella.com/investigate-api/docs/whois-information-for-a-domain-1

QUESTION 4

Refer to the exhibit.

import reguests

URL = 'https://sma.cisco.com:6080/sma/api/v2.0/quarantine/messages/details?quarantineType=spam&édevice_ type=ssa'
HEADERS = {'Authorization': 'Basic YZhlcGFLYWJSQSie'}

response = requests.get (URL, headers=HEADERS)

A security engineer attempts to query the Cisco Security Management appliance to retrieve details of a specific
message. What must be added to the script to achieve the desired result?

A. Add message ID information to the URL string as a URI.
B. Run the script and parse through the returned data to find the desired message.
C. Add message ID information to the URL string as a parameter.

D. Add message ID information to the headers.
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Correct Answer: C

QUESTION 5
FILL BLANK
Fill in the blank to complete the statement with the correct technology.

Cisco Investigate provides access to data that pertains to DNS security events and correlations collected
by the Cisco security team.

Correct Answer: Umbrella
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