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QUESTION 1

Which API is designed to give technology partners the ability to send security events from their
platform/service/appliance within a mutual customer\\'s environment to the Umbrella cloud for enforcement?

A. Cisco Umbrella Management API
B. Cisco Umbrella Security Events API
C. Cisco Umbrella Enforcement API
D. Cisco Umbrella Reporting API

Correct Answer: C

QUESTION 2

If the goal is to create an access policy with the default action of blocking traffic, using Cisco Firepower Management
Center REST APIs, which snippet is used?
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A - API PATH:
fapi/fmc config/vl/domain/<domain uuid>/object/accesspolicies

- METHOD:
POST

- INPOT JSON:

"type": "AccessPolicy",
"name": "AccessPolicy-test-1",
"defaultRAetion"™: |

"action": "BLOCE"

B. - API PATH:
fapi/fmc config/vl/domain/<domain uuid>/object/securityzones

- METHOD:
POST

- INPUT JSON:

"type": "AccessPolicy",
"name": "AoressPolioy—test-17,
"defaultAction": {

"action": "BLOCK"

]

- APT EATH!I:
/fapi/fmec coenfig/vl/domain/<domain uuid>/object/accesspolicies

- METHOD:
POT

- INPUT JSON:
|
"type": "AccessPolicy",
"name": "AccessPolicy-test-1",
"defaultAction": {
"action": "BLOCEK"
1
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- API PATH:
fapiffmc_conf ig/vl/doma inf{damain_uuid};’ object/accesspolicies

— METHOD:
POST

- INPUT JS0ON:

"Cype": "AccessPolicy",
"name": "AccessPolicy-test-1",
"action": "FASTPATH"

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: D

QUESTION 3

Which description of synchronous calls to an API is true?
A. They can be used only within single-threaded processes.
B. They pause execution and wait for the response.

C. They always successfully return within a fixed time.

D. They can be used only for small requests.

Correct Answer: B

QUESTION 4

Which API capability is available on Cisco Firepower devices?
A. Firepower Management Center - Sockets API

B. Firepower Management Center - eStreamer API

C. Firepower Management Center - Camera API

D. Firepower Management Center - Host Output API

Correct Answer: B
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QUESTION 5

What is the purpose of the snapshot APIs exposed by Cisco Stealthwatch Cloud?
A. Report on flow data during a customizable time period.

B. Operate and return alerts discovered from infrastructure observations.

C. Return current configuration data of Cisco Stealthwatch Cloud infrastructure.
D. Create snapshots of supported Cisco Stealthwatch Cloud infrastructure.

Correct Answer: B
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