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QUESTION 1

Refer to the exhibit.

import requests

URL =

'https://sma.cisco.com: 6080/sma/api/v2.0/reporting/web malware category malware name user detail/
blocked malware?startDate=2019-03-14T02:00+00:008endDate=2019-04-14T01:00+00:00¢&
filterValue=23&filterBy=na&filterOperator=is&device type=wsa'

HEADERS = {'Authorization': "Basic YZhlcGFLYWJSQSZe'}

response = requests.get (URL, headers=HEADERS)

What must be present in a Cisco Web Security Appliance before the script is run?

A. reporting group with the name web_malware_category_malware_name_user_detalil
B. data for specified dates

C. reporting group with the name blocked_malware

D. data in the queried category

Correct Answer: A

QUESTION 2

Refer to the exhibit.

import requests

API KEY = "12345678%abcdef"”

URL = "https://example.obsrvbl.com/api/v3/alerts/alert/"
HEADERS = {"Authorization": "Bearer {}".format (API_KEY) }

response = requests.get (URL, headers=HEADERS)

A security engineer created a script and successfully executed it to retrieve all currently open alerts. Which print
command shows the first returned alert?

A. print(response[data][0])
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B. print(response[results][0])
C. print(response.json()[data][0])
D. print(response.json()[results][0])

Correct Answer: A

QUESTION 3

What are two benefits of Ansible when managing security platforms? (Choose two.)

A. End users can be identified and tracked across a network.

B. Network performance issues can be identified and automatically remediated.

C. Policies can be updated on multiple devices concurrently, which reduces outage windows.

D. Anomalous network traffic can be detected and correlated.

E. The time that is needed to deploy a change is reduced, compared to manually applying the change.

Correct Answer: CE

QUESTION 4

Which request searches for a process window in Cisco ThreatGRID that contains the word "secret"?
A. lapilv2/search/submissions?term=processwindowandtitle=secret

B. /api/v2/search/submissions?term=processwindowandg=secret

C. /apilv2/search/submissions?term=windowandtitie=secret

D. /apilv2/search/submissions?term=processandg=secret

Correct Answer: D

QUESTION 5

Which two event types can the eStreamer server transmit to the requesting client from a managed device and a
management center? (Choose two.)

A. user activity events
B. intrusion events

C. file events
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D. intrusion event extra data
E. malware events

Correct Answer: BD
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