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QUESTION 1
DRAG DROP

Drag and drop the code to complete the script to search Cisco ThreatGRID and return all public submission records
associated with cisco.com. Not all options are used.

Select and Place:

import reguests

API KEY = 'asdfl234asdflZ34asdfl234’

QUERY = ' ’

URL = 'https://panacea.threatgrid.com/api/v2/ /

PARAMS={"qg" : QUERY, "api key":API KEY}
request = requests.get (url=URL, params=FARAMS)

print(request.json)

submissions public query

cisco search ciaco.com

Correct Answer:

import requests
API KEY = 'asdfl234asdflZ3idasdfl234’

QUERY = ! cisco.com ”'

URL = 'https://panacea.threatgrid.com/api/v2/ search / | submissions

PARAMS={"qg" : QUERY, "api key":API KEY}
request = requests.get (url=URL, params=FPARAMS)

print (request.j=son)

public query

ciasco

Reference: https://community.cisco.com/t5/endpoint-security/amp-threat-grid-api/m-p/3538319
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QUESTION 2

Which URI string is used to create a policy that takes precedence over other applicable policies that are configured on
Cisco Stealthwatch?

A. ltenants/{tenantld}/policy/system/host-policy
B. /tenants/{tenantld}/policy/system/role-policy
C. tenants/{tenantld}/policy/system

D. /tenants/{tenantid}/policy/system/{policyld}

Correct Answer: A

QUESTION 3
DRAG DROP

A Python script is being developed to return the top 10 identities in an organization that have made a DNS request to
"www.cisco.com".

Drag and drop the code to complete the Cisco Umbrella Reporting API query to return the top identities. Not all options
are used.

Select and Place:

import regquests

URL = 'https://reports.api.umbrella.com/vl/organizations/fed936f9/

/ / '

HEADERS = {'Authorization': 'Basic aGVsbZ2S9oYXIVi¥ndoSYHENK'}

response = requests.get (URL, headers=HEADEES)

security—-activity [ destinations | | activity
WWW.Cclsco.com ’ identities topldentities
Correct Answer:
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import regquests

URL = 'https://reports.api.umbrella.com/vl/organizations/fed93659/

destinations / WWW.cisco.com / activity

HEADERS = {'Authorization': 'Basic aGVsbZ29o0YIVi¥YndS5YXNk'}

response = regquests.get (URL, headers=HEADEERS)

security—-activity

identities topldentities

Reference: https://docs.umbrella.com/umbrella-api/docs/reporting-destinations-most-recent-requests

QUESTION 4
DRAG DROP

Drag and drop the code to complete the URL for the Cisco AMP for Endpoints APl POST request so that it will add a
sha256 to a given file_list using file_list_guid.

Select and Place:

https://api.amp.cisco.com/vi

/ ! ! /

files file_lists

[:sha256) {:file_list_guid}

Correct Answer:

https://api.amp.cisco.com/v1

file_lists /| {file_list_guid} / files {:sha256}

o

Reference: https://api-docs.amp.cisco.com/api_actions/details?api_action=POST+%2Fv1%2Ffile_lists%2F%7B%3Afile
_list_guid%7D%2Ffiles%2F%7B%3Asha256%7Dandapi_host=api.eu.amp.cisco.comandapi_resource=File+List+Iteman
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dapi_version=v1

QUESTION 5

A developer has just completed the configuration of an API that connects sensitive internal systems. Based on company
policies, the security of the data is a high priority.

Which approach must be taken to secure API keys and passwords?
A. Embed them directly in the code.

B. Store them in a hidden file.

C. Store them inside the source tree of the application.

D. Change them periodically.

Correct Answer: D
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