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QUESTION 1

Cisco media traversal technology has enabled a secure environment where internal video endpoints call and receive
calls from external video endpoints. How does the Expressway- C and Expressway-E communicate?

A. Expressway-C establishes an outgoing request to Expressway-E, enabling the Expressway-E in the DMZ to notify the
internal Expressway-C of an incoming call from an external endpoint.

B. Internal endpoints are registered to Expressway-E in the DMZ. Expressway-C, which is also in the DMZ, will receive
and make calls on behalf of Expressway-E because they are in the same network.

C. Expressway-E establishes an outgoing request to Expressway-C, enabling the Expressway-C in the DMZ to notify
the internal Expressway-E of an incoming call from an external endpoint.

D. Internal endpoints are registered to Expressway-C in the DMZ. Expressway-E, which is also in the DMZ, will receive
and make calls on behalf of Expressway-C because they are in the same network.

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy _b_mra-
expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_00.html

QUESTION 2

Refer to the exhibit.

Alarms

] Unified CM  There is a port conflict on Unified CM 10.0.101.111 between neighbor zone
port conflict CUCM.pod1.local and Unified Communications (both are using port 5060)

Mobile and remote access is being added to an existing B2B deployment and is failing.

When the administrator looks at the alarms on the Expressway-C, the snippets are shown. Which configuration action
should the administrator take to fix this issue?

A. The listening port on the Expressway-C for SIP TCP must be changed to a value other than 5060
B. The listening port on the Expressway-C for SIP TLS must be changed to a value other than 5061

C. The listening port on the Cisco UCM for the Expressway-C SIP trunk must be changed to something other than 5060
or 5061

D. The listening port on the Cisco UCM for the Expressway-C SIP trunk is set to something other than 5060 or 5061. It
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must be set to 5060 for insecure and 5061 for secure SIP

Correct Answer: C

QUESTION 3

Refer to the exhibit.

DMNS settings
System host name t VCS-E1 I
Domain name i ccnplocal 1

Search Domains { [

DMS requests port + Use the ephemaral port range B i
range

Default DNS servers
Addrass 1 t 10.10.10.10 1
Address 2 + 10.40.40.40 i

Per-domain DNS servers

Address 1 t 10.20.20.20 | Domain names: uciab local !

Address 2 t 10.30.30.30 [ Domain names: ccnplab. local |

When Expressway-E routes a call with URI 4040@uclab.local to a DNS zone, which DNS server does the Expressway
query for the SIP SRV records?

A. 10.20.20.20
B. 10.10.10.10
C. 10.40.40.40
D. 10.30.30.30
Correct Answer: A

As well as the five default DNS servers, you can specify up to five additional explicit DNS servers for specified domains.
This can be useful in deployments where specific domain hierarchies need to be routed to their explicit authorities.

QUESTION 4

In a Mobile and Remote Access deployment, where must communications be encrypted with TLS?
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A. Cisco Expressway-E and endpoints outside the enterprise

B. Cisco Expressway-C, Cisco Unified Communications Manager, and IMandP

C. Cisco Expressway-C, Cisco Expressway-E, and Cisco Unified Communications Manager
D. Cisco Expressway-C, Cisco Expressway-E, and endpoints outside the enterprise

Correct Answer: D

QUESTION 5

An engineer configures a Cisco Collaboration environment to use Mobile and Remote Access for external access for
company users. The engineer uses OAuth with refresh on the Cisco UCM SIP lines for extra security and improved user
experience. During the setup, Mobile and Remote Access does not work, it is enabled on the Cisco UCM and Cisco
Expressways. SIP trunks on ports 5090 and 5091 are configured to avoid con icts with other SIP trunks between internal
Cisco UCM clusters. The traversal zone also uses port 6500. The traversal zone between Expressways shows no
errors, and the requests hit Expressway-E from the Internet. What is the reason that the solution does not work?

A. Mobile and Remote Access does not support OAuth with refresh with this configuration,

B. The default port for Mobile and Remote Access is 6001. Therefore, the traversal port must be port 6001 for Mobile
and Remote Access to work.

C. The default port for Mobile and Remote Access is 6500, which creates a con ict with the existing traversal zone port.
D. The default port for Mobile and Remote Access is 5091, which creates a con ict with the existing SIP trunks.

Correct Answer: D
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