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QUESTION 1

Which of the following statements is used in a parameter file for setkey in order to create a new SPD entry? 

A. spd 

B. addspd 

C. newspd 

D. spdnew 

E. spdadd 

Correct Answer: E 

 

QUESTION 2

Which of the following commands changes the source lP address to 192.o.2.11 for all lPv4 packets which go through
the network interface etho? 

A. iptables ~t nat -A POSTROUTlNG ~o etho -j SNAT -to-source 192.0.2.11 

B. iptables ~t nat -A PREROUT1NG -\ etho -j SNAT -to-source 192.0.2.11 

C. iptables -t nat -A POSTROUTlNG H etho -j DNAT -to-source 192.0.2.11 

D. iptables -t mangle -A POSTROUTlNG -i etho -j SNAT -to-source 192.0.2.11 

E. iptables -t mangle -A POSTROUTlNG -o etho -j SNAT -to-source 192.0.2.11 

Correct Answer: A 

 

QUESTION 3

Which PAM module checks new passwords against dictionary words and enforces complexity? (Specially the module
name only without any path.) 

Correct Answer: pam_cracklib 

 

QUESTION 4

Which of the following commands defines an audit rule that monitors read and write operations to the file/
etc/firewall/rules and associates the rule with the name firewall? 

A. auditctl -N firewall -r r: /etc/firewall/rules -r w: etc/firewall/rules 

B. auditctl -A –f/etc/firewall/rules -o r- o w -| firewall 
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C. auditctl -w /etc/firewall/rules -p rw -k firewall 

D. auditctl -_read /etc/firewall/rules -_write /etc/firewall/rules --label firewall 

E. echo "n: firewall r:/etc/firewall/rules: w:/etc/firewall/rules:" | auditctl ~ 

Correct Answer: C 

 

QUESTION 5

Which of the following openssl commands generates a certificate signing request (CSR) using the already existing
private key contained in the file privatejkeypair.pem? 

A. openssl req -key private/keypair.pem -out req/csr.pem 

B. openssl req - new -key private/keypair.pem -out req/csr.pem 

C. openssl gencsr -key private/keypair.pem -out req.csr.pem 

D. openssl gencsr -new- key private/keypair.pem -out req.csr.pem 

Correct Answer: B 
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