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QUESTION 1

Which of the following practices are important for the security of private keys? (Choose TWO correct answers.) 

A. Private keys should be created on the systems where they will be used and should never leave them. 

B. Private keys should be uploaded to public key servers. 

C. Private keys should be included in X509 certificates. 

D. Private keys should have a sufficient length for the algorithm used for key generation. 

E. Private keys should always be stored as plain text files without any encryption. 

Correct Answer: CD 

 

QUESTION 2

Which command included in the Linux Audit system provides searching and filtering of the audit log? (Specify ONLY the
command without any path or parameters.) 

Correct Answer: ausearch 

 

QUESTION 3

Which of the following expressions are valid AlDE rules? (Choose TWO correct answers.) 

A. !/var/run/.* 

B. append: /var/log/* 

C. /usr=all 

D. #/bin/ 

E. /etc p+i+u+g 

Correct Answer: AE 

 

QUESTION 4

Which of the following sections are allowed within the Kerberos configuration file krb5.conf? (Choose THREE correct
answers.) 

A. [plugins] 

B. [crypto] 

C. [domain] 
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D. [capaths] 

E. [realms] 

Correct Answer: ADE 

 

QUESTION 5

Which DNS label points to the DANE information used to secure HTTPS connections to https:// www.example.com/? 

A. example.com 

B. dane.www.example.com 

C. soa.example com 

D. www.example.com 

E. _443_tcp.www example.com 

Correct Answer: E 
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