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QUESTION 1

Which of the following tools is used to ping a given range of IP addresses and resolve the host name of the remote
system? 

A. SuperScan 

B. Netscan 

C. Hping 

D. Nmap 

Correct Answer: A 

 

QUESTION 2

A network designer needs to submit a proposal for a company, which has just published a web portal for its clients on
the internet. Such a server needs to be isolated from the internal network, placing itself in a DMZ. Faced with this need,
the designer will present a proposal for a firewall with three interfaces, one for the internet network, another for the DMZ
server farm and another for the internal network. What kind of topology will the designer propose? 

A. Screened subnet 

B. Multi-homed firewall 

C. Bastion host 

D. DMZ, External-Internal firewall 

Correct Answer: B 

 

QUESTION 3

Which of the following types of VPN uses the Internet as its main backbone, allowing users, customers, and branch
offices to access corporate network resources across various network architectures? 

A. PPTP VPN 

B. Remote access VPN 

C. Extranet-based VPN 

D. Intranet-based VPN 

Correct Answer: C 

An extranet-based VPN uses the Internet as its main backbone network, allowing users, customers, and branch offices
to access corporate network resources across various network architectures. Extranet VPNs are almost identical to
intranet VPNs, except that they are intended for external business partners. Answer option D is incorrect. An intranet-
based VPN is an internal, TCP/IP-based, password-protected network usually implemented for networks within a
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common network infrastructure having various physical locations. Intranet VPNs are secure VPNs that have strong
encryption. Answer option B is incorrect. A remote access VPN is one of the types of VPN that involves a single VPN
gateway. It allows remote users and telecommuters to connect to their corporate LAN from various points of
connections. It provides significant cost savings by reducing the burden of long distance charges associated with dial-up
access. Its main security concern is authentication, rather than encryption. Answer option A is incorrect. The PPTP VPN
is one of the types of VPN technology. 

 

QUESTION 4

In _______ mechanism, the system or application sends log records either on the local disk or over the network. 

A. Network-based 

B. Pull-based 

C. Push-based 

D. Host-based 

Correct Answer: C 

 

QUESTION 5

Which of the following IEEE standards is an example of a DQDB access method? 

A. 802.3 

B. 802.5 

C. 802.6 

D. 802.4 

Correct Answer: C 
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