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QUESTION 1

Which of the following represents a network that connects two or more LANs in the same geographical area? 

A. PAN 

B. WAN 

C. MAN 

D. SAN 

Correct Answer: C 

 

QUESTION 2

Adam, malicious hacker, has just succeeded in stealing through a secure cookie XSS attack. He is able to play back the
cookie even if the session is valid on the server. Which of the following is the most likely cause of this issue? 

A. Two-way encryption is used. 

B. Encryption is performed at the application level (one encryption key). 

C. Encryption does not apply. 

D. Scrambling is performed in the network (layer 1 encryption) 

E. None 

Correct Answer: B 

 

QUESTION 3

What represents the ability of an organization to respond under emergency in order to minimize the damage to its brand
name, business operation, and profit? 

A. Disaster recovery 

B. Incident management 

C. Emergency management 

D. Crisis management 

Correct Answer: D 

 

QUESTION 4

James was inspecting ARP packets in his organization\\'s network traffic with the help of Wireshark. He is checking the
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volume of traffic containing ARP requests as well as the source IP address from which they are originating. Which type
of attack is James analyzing? 

A. ARP Sweep 

B. ARP misconfiguration 

C. ARP spoofinq 

D. ARP Poisioning 

Correct Answer: A 

 

QUESTION 5

The bank where you work has 600 windows computers and 400 Red Hat computers which primarily serve as bank teller
consoles. You have created a plan and deployed all the patches to the Windows computers and you are now working
on updating the Red Hat computers. What command should you run on the network to update the Red Hat computers,
download the security package, force the package installation, and update all currently installed packages? 

A. You should run the up2data -u command. 

B. You should run the up2date --d -f -u command. 

C. You should run the WSUS --d -f -u command. 

D. You should type the sysupdate --d command. 

Correct Answer: B 
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