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QUESTION 1

The IR team and the network administrator have successfully handled a malware incident on the network. The team is
now preparing countermeasure guideline to avoid a future occurrence of the malware incident. 

Which of the following countermeasure(s) should be added to deal with future malware incidents? (Select all that apply) 

A. Complying with the company\\'s security policies 

B. Implementing strong authentication schemes 

C. Implementing a strong password policy 

D. Install antivirus software 

Correct Answer: D 

 

QUESTION 2

Which of the following standards is approved by IEEE-SA for wireless personal area networks? 

A. 802.11a 

B. 802.15 

C. 802.16 

D. 802.1 

Correct Answer: B 

 

QUESTION 3

Fill in the blank with the appropriate term. is a prime example of a high-interaction honeypot. 

Correct Answer: Honeynet 

 

Honeynet is a prime example of a high-interaction honeypot. Two or more honeypots on a network form a honeynet.
Typically, a honeynet is used for monitoring a larger and/or more diverse network in which one honeypot may not be
sufficient. Honeynets and honeypots are usually implemented as parts of larger network intrusion-detection systems. A
honeyfarm is a centralized collection of honeypots and analysis tools. 

 

QUESTION 4

Which of the following routing metrics refers to the time required to transfer the package to the source via the Internet? 

A. None 
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B. routing delay 

C. length of the trail 

D. charge 

E. bandwidth 

Correct Answer: B 

 

QUESTION 5

Which of the following policies to help define what users can and should do to use the network and organization of
computer equipment? 

A. None 

B. IT policy 

C. user policy 

D. general policy 

E. remote access policy 

Correct Answer: C 
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