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QUESTION 1

Which attack works like a dictionary attack, but adds some numbers and symbols to the words from the dictionary and
tries to crack the password?

A. Hybrid Attack

B. Bruteforce Attack

C. Rainbow Table Attack
D. Birthday Attack
Correct Answer: B

Reference: https://www.techrepublic.com/article/brute-force-and-dictionary-attacks-a-cheat-sheet/

QUESTION 2

Which of the following technique involves scanning the headers of IP packets leaving a network to make sure that the
unauthorized or malicious traffic never leaves the internal network?

A. Egress Filtering
B. Throttling

C. Rate Limiting
D. Ingress Filtering
Correct Answer: A

Reference: https://grokdesigns.com/wp-content/uploads/2018/04/CEH-v9-Notes.pdf (99)

QUESTION 3

Identify the attack in which the attacker exploits a target system through publicly known but still unpatched
vulnerabilities.

A. Slow DoS Attack

B. DHCP Starvation

C. Zero-Day Attack

D. DNS Poisoning Attack
Correct Answer: C

Reference: https://www.bullguard.com/bullguard-security-center/pc-security/computer-threats/what-are-zero-day-
attacks.aspx
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QUESTION 4

Identify the attack, where an attacker tries to discover all the possible information about a target network before
launching a further attack.

A. DoS Attack

B. Man-In-Middle Attack
C. Ransomware Attack

D. Reconnaissance Attack
Correct Answer: D

Reference: https://www2.deloitte.com/content/dam/Deloitte/sg/Documents/risk/sea-risk-cyber-101-july2017.pdf

QUESTION 5

A type of threat intelligent that find out the information about the attacker by misleading them is known as
A. Threat trending Intelligence

B. Detection Threat Intelligence

C. Operational Intelligence

D. Counter Intelligence

Correct Answer: C

Reference: https://www.recordedfuture.com/threat-intelligence/
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