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QUESTION 1

What is the correct sequence of SOC Workflow? 

A. Collect, Ingest, Validate, Document, Report, Respond 

B. Collect, Ingest, Document, Validate, Report, Respond 

C. Collect, Respond, Validate, Ingest, Report, Document 

D. Collect, Ingest, Validate, Report, Respond, Document 

Correct Answer: A 

 

QUESTION 2

Identify the attack in which the attacker exploits a target system through publicly known but still unpatched
vulnerabilities. 

A. Slow DoS Attack 

B. DHCP Starvation 

C. Zero-Day Attack 

D. DNS Poisoning Attack 

Correct Answer: C 

Reference: https://www.bullguard.com/bullguard-security-center/pc-security/computer-threats/what-arezero-day-
attacks.aspx 

 

QUESTION 3

An attacker, in an attempt to exploit the vulnerability in the dynamically generated welcome page, inserted 

code at the end of the company\\'s URL as follows: 

http://technosoft.com.com/alert("WARNING: The application has encountered an error");. 

Identify the attack demonstrated in the above scenario. 

A. Cross-site Scripting Attack 

B. SQL Injection Attack 

C. Denial-of-Service Attack 

D. Session Attack 

Correct Answer: D 
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QUESTION 4

Identify the attack when an attacker by several trial and error can read the contents of a password file present in the
restricted etc folder just by manipulating the URL in the browser as shown: 

http://www.terabytes.com/process.php./../../../../etc/passwd 

A. Directory Traversal Attack 

B. SQL Injection Attack 

C. Denial-of-Service Attack 

D. Form Tampering Attack 

Correct Answer: B 

Reference: https://doc.lagout.org/security/SQL%20Injection%20Attacks%20and%20Defense.pdf 

 

QUESTION 5

Which of the following Windows event is logged every time when a user tries to access the "Registry" key? 

A. 4656 

B. 4663 

C. 4660 

D. 4657 

Correct Answer: D 

Reference: https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/event.aspx?eventID=4657 
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