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QUESTION 1

John is working on his company policies and guidelines. The section he is currently working on covers company
documents; how they should be handled, stored, and eventually destroyed. John is concerned about the process
whereby outdated documents are destroyed. What type of shredder should John write in the guidelines to be used when
destroying documents?

A. Strip-cut shredder

B. Cross-cut shredder

C. Cross-hatch shredder

D. Cris-cross shredder

Correct Answer: B

QUESTION 2

You are carrying out the last round of testing for your new website before it goes live. The website has many dynamic
pages and connects to a SQL backend that accesses your product inventory in a database. You come across a web
security site that recommends inputting the following code into a search field on web pages to check for vulnerabilities:
When you type this and click on search, you receive a pop-up window that says: "This is a test."

What is the result of this test?

A. Your website is vulnerable to CSS

B. Your website is not vulnerable

C. Your website is vulnerable to SQL injection

D. Your website is vulnerable to web bugs

Correct Answer: A

QUESTION 3

After passing her CEH exam, Carol wants to ensure that her network is completely secure. She implements a DMZ,
stateful firewall, NAT, IPSEC, and a packet filtering firewall. Since all security measures were taken, none of the hosts
on her network can reach the Internet. Why is that?

A. Stateful firewalls do not work with packet filtering firewalls

B. NAT does not work with stateful firewalls

C. IPSEC does not work with packet filtering firewalls

D. NAT does not work with IPSEC

Correct Answer: D
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QUESTION 4

An investigator has found certain details after analysis of a mobile device. What can reveal the manufacturer
information?

A. Equipment Identity Register (EIR)

B. Electronic Serial Number (ESN)

C. International mobile subscriber identity (IMSI)
D. Integrated circuit card identifier (ICCID)

Correct Answer: B

QUESTION 5

You are working as an independent computer forensics investigator and receive a call from a systems administrator for
a local school system requesting your assistance. One of the students at the local high school is suspected of
downloading inappropriate images from the Internet to a PC in the Computer lab. When you arrive at the school, the
systems administrator hands you a hard drive and tells you that he made a simple backup copy of the hard drive in the
PC and put it on this drive and requests that you examine that drive for evidence of the suspected images. You inform
him that a simple backup copy will not provide deleted files or recover file fragments.

What type of copy do you need to make to ensure that the evidence found is complete and admissible in future
proceedings?

A. Bit-stream Copy

B. Robust Copy

C. Full backup Copy

D. Incremental Backup Copy

Correct Answer: A
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