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QUESTION 1

Office documents (Word, Excel, PowerPoint) contain a code that allows tracking the MAC, or unique identifier, of the
machine that created the document. What is that code called? 

A. the Microsoft Virtual Machine Identifier 

B. the Personal Application Protocol 

C. the Globally Unique ID 

D. the Individual ASCII String 

Correct Answer: C 

 

QUESTION 2

This is original file structure database that Microsoft originally designed for floppy disks. It is written to the outermost
track of a disk and contains information about each file stored on the drive. 

A. Master Boot Record (MBR) 

B. Master File Table (MFT) 

C. File Allocation Table (FAT) 

D. Disk Operating System (DOS) 

Correct Answer: C 

 

QUESTION 3

George is a senior security analyst working for a state agency in Florida. His state\\'s congress just passed a bill
mandating every state agency to undergo a security audit annually. After learning what will be required, George needs
to implement an IDS as soon as possible before the first audit occurs. The state bill requires that an IDS with a "time-
based induction machine" be used. 

What IDS feature must George implement to meet this requirement? 

A. Signature-based anomaly detection 

B. Pattern matching 

C. Real-time anomaly detection 

D. Statistical-based anomaly detection 

Correct Answer: C 
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QUESTION 4

Why should you never power on a computer that you need to acquire digital evidence from? 

A. When the computer boots up, files are written to the computer rendering the data nclean 

B. When the computer boots up, the system cache is cleared which could destroy evidence 

C. When the computer boots up, data in the memory buffer is cleared which could destroy evidence 

D. Powering on a computer has no affect when needing to acquire digital evidence from it 

Correct Answer: A 

 

QUESTION 5

Julie is a college student majoring in Information Systems and Computer Science. She is currently writing an essay for
her computer crimes class. Julie paper focuses on white-collar crimes in America and how forensics investigators
investigate the cases. Julie would like to focus the subject. Julie would like to focus the subject of the essay on the most
common type of crime found in corporate America. What crime should Julie focus on? 

A. Physical theft 

B. Copyright infringement 

C. Industrial espionage 

D. Denial of Service attacks 

Correct Answer: C 
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