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QUESTION 1

What will the following command produce on a website login page? SELECT email, passwd, login_id, full_name FROM
members WHERE email = \\'someone@somehwere.com\\'; DROP TABLE members; --\\' 

A. Deletes the entire members table 

B. Inserts the Error! Reference source not found.email address into the members table 

C. Retrieves the password for the first user in the members table 

D. This command will not produce anything since the syntax is incorrect 

Correct Answer: A 

 

QUESTION 2

Jessica works as systems administrator for a large electronics firm. She wants to scan her network quickly to detect live
hosts by using ICMP ECHO Requests. What type of scan is Jessica going to perform? 

A. Tracert 

B. Smurf scan 

C. Ping trace 

D. ICMP ping sweep 

Correct Answer: D 

 

QUESTION 3

In conducting a computer abuse investigation you become aware that the suspect of the investigation is using ABC
Company as his Internet Service Provider (ISP). You contact ISP and request that they provide you assistance with your
investigation. What assistance can the ISP provide? 

A. The ISP can investigate anyone using their service and can provide you with assistance 

B. The ISP can investigate computer abuse committed by their employees, but must preserve the privacy of their
customers and therefore cannot assist you without a warrant 

C. The ISP can\\'t conduct any type of investigations on anyone and therefore can\\'t assist you 

D. ISP\\'s never maintain log files so they would be of no use to your investigation 

Correct Answer: B 

 

QUESTION 4
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What header field in the TCP/IP protocol stack involves the hacker exploit known as the Ping of Death? 

A. ICMP header field 

B. TCP header field 

C. IP header field 

D. UDP header field 

Correct Answer: B 

 

QUESTION 5

Stephen is checking an image using Compare Files by The Wizard, and he sees the file signature is shown as FF D8
FF E1. What is the file type of the image? 

A. gif 

B. bmp 

C. jpeg 

D. png 

Correct Answer: C 
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