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QUESTION 1

Your company\\'s network just finished going through a SAS 70 audit. This audit reported that overall, your network is
secure, but there are some areas that needs improvement. The major area was SNMP security. The audit company
recommended turning off SNMP, but that is not an option since you have so many remote nodes to keep track of. What
step could you take to help secure SNMP on your network? 

A. Block access to TCP port 171 

B. Change the default community string names 

C. Block all internal MAC address from using SNMP 

D. Block access to UDP port 171 

Correct Answer: B 

 

QUESTION 2

Which of the following attack uses HTML tags like ? 

A. Phishing 

B. XSS attack 

C. SQL injection 

D. Spam 

Correct Answer: B 

 

 

QUESTION 3

Corporate investigations are typically easier than public investigations because: 

A. the users have standard corporate equipment and software 

B. the investigator does not have to get a warrant 

C. the investigator has to get a warrant 

D. the users can load whatever they want on their machines 

Correct Answer: B 

 

QUESTION 4
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You are trying to locate Microsoft Outlook Web Access Default Portal using Google search on the Internet. What search
string will you use to locate them? 

A. allinurl:"exchange/logon.asp" 

B. intitle:"exchange server" 

C. outlook:"search" 

D. locate:"logon page" 

Correct Answer: A 

 

QUESTION 5

When collecting electronic evidence at the crime scene, the collection should proceed from the most volatile to the least
volatile 

A. True 

B. False 

Correct Answer: A 
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