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QUESTION 1

Which of the following is a tool to reset Windows admin password? 

A. R-Studio 

B. Windows Password Recovery Bootdisk 

C. Windows Data Recovery Software 

D. TestDisk for Windows 

Correct Answer: B 

 

 

QUESTION 2

Data Acquisition is the process of imaging or otherwise obtaining information from a digital device and its peripheral
equipment and media 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 3

What feature of Windows is the following command trying to utilize? 

A. White space 

B. AFS 

C. ADS 
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D. Slack file 

Correct Answer: C 

 

QUESTION 4

Julia is a senior security analyst for Berber Consulting group. She is currently working on a contract for a small
accounting firm in Florida. They have given her permission to perform social engineering attacks on the company to see
if their in-house training did any good. Julia calls the main number for the accounting firm and talks to the receptionist.
Julia says that she is an IT technician from the company\\'s main office in Iowa. She states that she needs the
receptionist\\'s network username and password to troubleshoot a problem they are having. Julia says that Bill
Hammond, the CEO of the company, reQuested this information. After hearing the name of the CEO, the receptionist
gave Julia all the information she asked for. What principal of social engineering did Julia use? 

A. Social Validation 

B. Friendship/Liking 

C. Reciprocation 

D. Scarcity 

Correct Answer: C 

 

QUESTION 5

Which type of attack is possible when attackers know some credible information about the victim\\'s password, such as
the password length, algorithms involved, or the strings and characters used in its creation? 

A. Rule-Based Attack 

B. Brute-Forcing Attack 

C. Dictionary Attack 

D. Hybrid Password Guessing Attack 

Correct Answer: A 

Reference: https://info-savvy.com/password-cracking-techniques/#:~:text=Attackers%20use%20the%
20rule%2Dbased,characters%20used%20in%20its%20creation 
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