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QUESTION 1

Which of the following file contains the traces of the applications installed, run, or uninstalled from a system? 

A. Shortcut Files 

B. Virtual files 

C. Prefetch Files 

D. Image Files 

Correct Answer: A 

 

 

QUESTION 2

A forensics investigator is searching the hard drive of a computer for files that were recently moved to the Recycle Bin.
He searches for files in C:\RECYCLED using a command line tool but does not find anything. What is the reason for
this? 

A. He should search in C:\Windows\System32\RECYCLED folder 

B. The Recycle Bin does not exist on the hard drive 

C. The files are hidden and he must use switch to view themThe files are hidden and he must use ? switch to view
them 

D. Only FAT system contains RECYCLED folder and not NTFS 

Correct Answer: C 

 

QUESTION 3

Which of the following tasks DOES NOT come under the investigation phase of a cybercrime forensics investigation
case? 

A. Data collection 

B. Secure the evidence 

C. First response 

D. Data analysis 

Correct Answer: C 
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QUESTION 4

During the course of a corporate investigation, you find that an employee is committing a federal crime. Can the
employer file a criminal complain with the police? 

A. Yes, and all evidence can be turned over to the police 

B. Yes, but only if you turn the evidence over to a district judge 

C. No, because the investigation was conducted without following standard police procedures 

D. No, because the investigation was conducted without a warrant 

Correct Answer: A 

 

QUESTION 5

You are assigned to work in the computer forensics lab of a state police agency. While working on a high profile criminal
case, you have followed every applicable procedure, however your boss is still concerned that the defense attorney
might question whether evidence has been changed while at the lab. What can you do to prove that the evidence is the
same as it was when it first entered the lab? 

A. make an MD5 hash of the evidence and compare it with the original MD5 hash that was taken when the evidence first
entered the lab 

B. make an MD5 hash of the evidence and compare it to the standard database developed by NIST 

C. there is no reason to worry about this possible claim because state labs are certified 

D. sign a statement attesting that the evidence is the same as it was when it entered the lab 

Correct Answer: A 
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