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QUESTION 1

An attack vector is a path or means by which an attacker can gain access to computer or network resources in order to
deliver an attack payload or cause a malicious outcome.

A. True
B. False

Correct Answer: A

QUESTION 2

Jason, a renowned forensic investigator, is investigating a network attack that resulted in the compromise of several
systems in a reputed multinational\\'s network. He started Wireshark to capture the network traffic. Upon investigation,
he found that the DNS packets travelling across the network belonged to a non-company configured IP. Which of the
following attack Jason can infer from his findings?

A. DNS Poisoning

B. Cookie Poisoning Attack

C. DNS Redirection

D. Session poisoning

Correct Answer: A

QUESTION 3

You can interact with the Registry through intermediate programs. Graphical user interface (GUI) Registry editors such
as Regedit.exe or Regedt32 exe are commonly used as intermediate programs in Windows 7. Which of the following is
a root folder of the registry editor?

A. HKEY_USERS

B. HKEY_LOCAL_ADMIN

C. HKEY_CLASSES_ADMIN

D. HKEY_CLASSES_SYSTEM

Correct Answer: A

QUESTION 4

A system with a simple logging mechanism has not been given much attention during development, this system is now
being targeted by attackers, if the attacker wants to perform a new line injection attack, what will he/she inject into the
log file?
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A. Plaintext

B. Single pipe character
C. Multiple pipe characters
D. HTML tags

Correct Answer: A

QUESTION 5

Subscriber Identity Module (SIM) is a removable component that contains essential information about the subscriber. Its
main function entails authenticating the user of the cell phone to the network to gain access to subscribed services. SIM
contains a 20-digit long Integrated Circuit Card identification (ICCID) number, identify the issuer identifier Number from
the ICCID below.

89§44

245252

001451
548 |

A. 89

B. 44

C. 245252

D. 001451548

Correct Answer: C
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