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QUESTION 1

The evolution of web services and their increasing use in business offers new attack vectors in an application
framework. Web services are based on XML protocols such as web Services Definition Language (WSDL) for
describing the connection points, Universal Description, Discovery, and Integration (UDDI) for the description and
discovery of Web services and Simple Object Access Protocol (SOAP) for communication between Web services that
are vulnerable to various web application threats. Which of the following layer in web services stack is vulnerable to fault
code leaks?

A. Presentation Layer

B. Security Layer

C. Discovery Layer

D. Access Layer

Correct Answer: C

QUESTION 2

Event correlation is a procedure that is assigned with a new meaning for a set of events that occur in a predefined
interval of time.

Which type of correlation will you use if your organization wants to use different OS and network hardware platforms
throughout the network?

A. Same-platform correlation
B. Cross-platform correlation
C. Multiple-platform correlation
D. Network-platform correlation

Correct Answer: B

QUESTION 3

Computer security logs contain information about the events occurring within an organization\\'s systems and networks.
Application and Web server log files are useful in detecting web attacks. The source, nature, and time of the attack can
be determined by of the compromised system.

A. Analyzing log files

B. Analyzing SAM file

C. Analyzing rainbow tables

D. Analyzing hard disk boot records
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Correct Answer: A

QUESTION 4

What is the goal of forensic science?

A. To determine the evidential value of the crime scene and related evidence
B. Mitigate the effects of the information security breach

C. Save the good will of the investigating organization

D. Itis a disciple to deal with the legal processes

Correct Answer: A

QUESTION 5

Damaged portions of a disk on which no read/Write operation can be performed is known as

A. Lost sector

B. Bad sector

C. Empty sector
D. Unused sector

Correct Answer: B
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