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QUESTION 1

Networks are vulnerable to an attack which occurs due to overextension of bandwidth, bottlenecks, 

network data interception, etc. 

Which of the following network attacks refers to a process in which an attacker changes his or her IP 

address so that he or she appears to be someone else? 

A. IP address spoofing 

B. Man-in-the-middle attack 

C. Denial of Service attack 

D. Session sniffing 

Correct Answer: A 

 

QUESTION 2

Smith, as a part his forensic investigation assignment, has seized a mobile device. He was asked to recover the
Subscriber Identity Module (SIM card) data the mobile device. Smith found that the SIM was protected by a Personal
identification Number (PIN) code but he was also aware that people generally leave the PIN numbers to the defaults or
use easily guessable numbers such as 1234. He unsuccessfully tried three PIN numbers that blocked the SIM card.
What Jason can do in this scenario to reset the PIN and access SIM data? 

A. He should contact the device manufacturer for a Temporary Unlock Code (TUK) to gain access to the SIM 

B. He cannot access the SIM data in this scenario as the network operators or device manufacturers have no idea about
a device PIN 

C. He should again attempt PIN guesses after a time of 24 hours 

D. He should ask the network operator for Personal Unlock Number (PUK) to gain access to the SIM 

Correct Answer: D 

 

QUESTION 3

A mobile operating system is the operating system that operates a mobile device like a mobile phone, smartphone,
PDA, etc. It determines the functions and features available on mobile devices such as keyboards, applications, email,
text messaging, etc. Which of the following mobile operating systems is free and open source? 

A. Web OS 

B. Android 

C. Apple IOS 
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D. Symbian OS 

Correct Answer: B 

 

QUESTION 4

Which of the following attacks allows an attacker to access restricted directories, including application source code,
configuration and critical system files, and to execute commands outside of the web server\\'s root directory? 

A. Unvalidated input 

B. Parameter/form tampering 

C. Directory traversal 

D. Security misconfiguration 

Correct Answer: C 

 

QUESTION 5

Which of the following statement is not correct when dealing with a powered-on computer at the crime scene? 

A. If a computer is switched on and the screen is viewable, record the programs running on screen and photograph the
screen 

B. If a computer is on and the monitor shows some picture or screen saver, move the mouse slowly without depressing
any mouse button and take a photograph of the screen and record the information displayed 

C. If a monitor is powered on and the display is blank, move the mouse slowly without depressing any mouse button
and take a photograph 

D. If the computer is switched off. power on the computer to take screenshot of the desktop 

Correct Answer: D 
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