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QUESTION 1

The evolution of web services and their increasing use in business offers new attack vectors in an application
framework. Web services are based on XML protocols such as web Services Definition Language (WSDL) for
describing the connection points, Universal Description, Discovery, and Integration (UDDI) for the description and
discovery of Web services and Simple Object Access Protocol (SOAP) for communication between Web services that
are vulnerable to various web application threats. Which of the following layer in web services stack is vulnerable to fault
code leaks?

A. Presentation Layer

B. Security Layer

C. Discovery Layer

D. Access Layer

Correct Answer: C

QUESTION 2

Who is responsible for the following tasks?
A. Non-Laboratory Staff

B. System administrators

C. Local managers or other non-forensic staff
D. Lawyers

Correct Answer: A

QUESTION 3

Operating System logs are most beneficial for Identifying or Investigating suspicious activities involving a particular host.
Which of the following Operating System logs contains information about operational actions performed by OS
components?

A. Event logs

B. Audit logs

C. Firewall logs

D. IDS logs

Correct Answer: A
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QUESTION 4

When a file or folder is deleted, the complete path, including the original file name, is stored in a special hidden file
called "INF02" in the Recycled folder. If the INFO2 file is deleted, it is re-created when you

A. Restart Windows

B. Kill the running processes in Windows task manager
C. Run the antivirus tool on the system

D. Run the anti-spyware tool on the system

Correct Answer: A

QUESTION 5

TCP/IP (Transmission Control Protocol/Internet Protocol) is a communication protocol used to connect different hosts in
the Internet. It contains four layers, namely the network interface layer. Internet layer, transport layer, and application
layer.

Which of the following protocols works under the transport layer of TCP/IP?

A. UDP

B. HTTP

C.FTP

D. SNMP

Correct Answer: A
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