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QUESTION 1

Wi-Fi Protected Access (WPA) is a data encryption method for WLANSs based on 802.11 standards. Temporal Key
Integrity Protocol (TKIP) enhances WEP by adding a rekeying mechanism to provide fresh encryption and integrity keys.
Temporal keys are changed for every

A. 5,000 packets

B. 10.000 packets

C. 15,000 packets

D. 20.000 packets

Correct Answer: B

QUESTION 2

What is the First Step required in preparing a computer for forensics investigation?

A. Do not turn the computer off or on, run any programs, or attempt to access data on a computer
B. Secure any relevant media

C. Suspend automated document destruction and recycling policies that may pertain to any relevant media or users at
Issue

D. Identify the type of data you are seeking, the Information you are looking for, and the urgency level of the
examination

Correct Answer: A

QUESTION 3

Event correlation is a procedure that is assigned with a new meaning for a set of events that occur in a predefined
interval of time.

Which type of correlation will you use if your organization wants to use different OS and network hardware platforms
throughout the network?

A. Same-platform correlation
B. Cross-platform correlation
C. Multiple-platform correlation
D. Network-platform correlation

Correct Answer: B
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QUESTION 4

Which of the following is not correct when documenting an electronic crime scene?

A. Document the physical scene, such as the position of the mouse and the location of components near the system
B. Document related electronic components that are difficult to find

C. Record the condition of the computer system, storage media, electronic devices and conventional evidence, including
power status of the computer

D. Write down the color of shirt and pant the suspect was wearing

Correct Answer: D

QUESTION 5

Operating System logs are most beneficial for Identifying or Investigating suspicious activities involving a particular host.
Which of the following Operating System logs contains information about operational actions performed by OS
components?

A. Event logs

B. Audit logs

C. Firewall logs

D. IDS logs

Correct Answer: A
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