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QUESTION 1

Which of the following commands shows you all of the network services running on Windows-based servers? 

A. Net start 

B. Net use 

C. Net Session 

D. Net share 

Correct Answer: A 

 

QUESTION 2

In which step of the computer forensics investigation methodology would you run MD5 checksum on the evidence? 

A. Obtain search warrant 

B. Evaluate and secure the scene 

C. Collect the evidence 

D. Acquire the data 

Correct Answer: D 

 

QUESTION 3

Which device in a wireless local area network (WLAN) determines the next network point to which a packet should be
forwarded toward its destination? 

A. Wireless router 

B. Wireless modem 

C. Antenna 

D. Mobile station 

Correct Answer: A 

 

QUESTION 4

TCP/IP (Transmission Control Protocol/Internet Protocol) is a communication protocol used to connect different hosts in
the Internet. It contains four layers, namely the network interface layer. Internet layer, transport layer, and application
layer. 
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Which of the following protocols works under the transport layer of TCP/IP? 

A. UDP 

B. HTTP 

C. FTP 

D. SNMP 

Correct Answer: A 

 

QUESTION 5

Windows Security Event Log contains records of login/logout activity or other security-related events specified by the
system\\'s audit policy. What does event ID 531 in Windows Security Event Log indicates? 

A. A user successfully logged on to a computer 

B. The logon attempt was made with an unknown user name or a known user name with a bad password 

C. An attempt was made to log on with the user account outside of the allowed time 

D. A logon attempt was made using a disabled account 

Correct Answer: D 
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