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QUESTION 1

What is Cygwin?

A. Cygwin is a free C++ compiler that runs on Windows

B. Cygwin is a free Unix subsystem that runs on top of Windows

C. Cygwin is a free Windows subsystem that runs on top of Linux

D. Cygwin is a X Windows GUI subsytem that runs on top of Linux GNOME environment
Correct Answer: B

Cygwin is a Linux-like environment for Windows. It consists of two parts:

A DLL (cygwinl.dll) which acts as a Linux APl emulation layer providing substantial Linux API functionality. A collection
of tools which provide Linux look and feel. The Cygwin DLL works with all non-beta, non "release candidate"”, ix86 32 bit

versions of Windows since Windows 95, with the exception of Windows CE.

QUESTION 2

Which of the following type of scanning utilizes automated process of proactively identifying vulnerabilities of the
computing systems present on a network?

A. Port Scanning

B. Single Scanning

C. External Scanning

D. Vulnerability Scanning

Correct Answer: D

QUESTION 3

You have successfully gained access to a victim\\'s computer using Windows 2003 Server SMB Vulnerability. Which
command will you run to disable auditing from the cmd?

A. stoplog stoplog ?

B. EnterPol /nolog

C. EventViewer o service
D. auditpol.exe /disable

Correct Answer: D
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QUESTION 4

Jess the hacker runs LOphtCrack\\'s built-in sniffer utility which grabs SMB password hashes and stores them for offline
cracking. Once cracked, these passwords can provide easy access to whatever network resources the user account
has

access to.

But Jess is not picking up hashed from the network.

Why?

A. The network protocol is configured to use SMB Signing.

B. The physical network wire is on fibre optic cable.

C. The network protocol is configured to use IPSEC.

D. LOphtCrack SMB filtering only works through Switches and not Hubs.

Correct Answer: A

To protect against SMB session hijacking, NT supports a cryptographic integrity mechanism, SMB Signing, to prevent
active network taps from interjecting themselves into an already established session.

QUESTION 5

While doing fast scan using F option, which file is used to list the range of ports to scan by nmap?

A. services

B. nmap-services

C. protocols

D. ports

Correct Answer: B

Nmap uses the nmap-services file to provide additional port detail for almost every scanning method. Every time a port

is referenced, it\\'s compared to an available description in this support file. If the nmap-services file isn\\'t available,
nmap reverts to the /etc/services file applicable for the current operating system.
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