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QUESTION 1

Within the context of Computer Security, which of the following statements best describe Social Engineering? 

A. Social Engineering is the act of publicly disclosing information. 

B. Social Engineering is the act of getting needed information from a person rather than breaking into a system. 

C. Social Engineering is the means put in place by human resource to perform time accounting. 

D. Social Engineering is a training program within sociology studies. 

Correct Answer: B 

Social engineering is a collection of techniques used to manipulate people into performing actions or divulging
confidential information. 

 

QUESTION 2

You have the SOA presented below in your Zone. Your secondary servers have not been able to contact your primary
server to synchronize information. How long will the secondary servers attempt to contact the primary server before it
considers that zone is dead and stops responding to queries? 

collegae.edu.SOA,cikkye.edu ipad.college.edu. (200302028 3600 3600 604800 3600) 

A. One day 

B. One hour 

C. One week 

D. One month 

Correct Answer: C 

The numbers represents the following values: 200302028; se = serial number 3600; ref = refresh = 1h 3600; ret =
update retry = 1h 604800; ex = expiry = 1w 3600; min = minimum TTL = 1h 

 

QUESTION 3

Which of the following activities will NOT be considered as passive footprinting? 

A. Go through the rubbish to find out any information that might have been discarded. 

B. Search on financial site such as Yahoo Financial to identify assets. 

C. Scan the range of IP address found in the target DNS database. 

D. Perform multiples queries using a search engine. 

Correct Answer: C 

312-50 PDF Dumps | 312-50 Practice Test | 312-50 Study Guide                                2 / 4

https://www.geekcert.com/312-50.html
https://www.geekcert.com/312-50.html
https://www.geekcert.com/312-50.html


https://www.geekcert.com/312-50.html
2024 Latest geekcert 312-50 PDF and VCE dumps Download

Passive footprinting is a method in which the attacker never makes contact with the target systems. Scanning the range
of IP addresses found in the target DNS is considered making contact to the systems behind the IP addresses that is
targeted by the scan. 

 

QUESTION 4

Smurf is a simple attack based on IP spoofing and broadcasts. A single packet (such as an ICMP Echo Request) is sent
as a directed broadcast to a subnet on the Internet. All the machines on that subnet respond to this broadcast. By 

spoofing the source IP Address of the packet, all the responses will get sent to the spoofed IP Address. Thus, a hacker
can often flood a victim with hundreds of responses for every request the hacker sends out. 

Who are the primary victims of these attacks on the Internet today? 

A. IRC servers are the primary victim to smurf attacks 

B. IDS devices are the primary victim to smurf attacks 

C. Mail Servers are the primary victim to smurf attacks 

D. SPAM filters are the primary victim to surf attacks 

Correct Answer: A 

IRC servers are the primary victim to smurf attacks. Script-kiddies run programs that scan the Internet looking for
"amplifiers" (i.e. subnets that will respond). They compile lists of these amplifiers and exchange them with their friends.
Thus, when a victim is flooded with responses, they will appear to come from all over the Internet. On IRCs, hackers will
use bots (automated programs) that connect to IRC servers and collect IP addresses. The bots then send the forged
packets to the amplifiers to inundate the victim. 

 

QUESTION 5

Harold just got home from working at Henderson LLC where he works as an IT technician. He was able to get off early
because they were not too busy. When he walks into his home office, he notices his teenage daughter on the computer,
apparently chatting with someone online. As soon as she hears Harold enter the room, she closes all her windows and
tries to act like she was playing a game. When Harold asks her what she was doing, she acts very nervous and does
not give him a straight answer. Harold is very concerned because he does not want his daughter to fall victim to online
predators and the sort. Harold doesn\\'t necessarily want to install any programs that will restrict the sites his daughter
goes to, because he doesn\\'t want to alert her to his trying to figure out what she is doing. Harold wants to use some
kind of program that will track her activities online, and send Harold an email of her activity once a day so he can see
what she has been up to. What kind of software could Harold use to accomplish this? 

A. Install hardware Keylogger on her computer 

B. Install screen capturing Spyware on her computer 

C. Enable Remote Desktop on her computer 

D. Install VNC on her computer 

Correct Answer: B 
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