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QUESTION 1

You are attempting to map out the firewall policy for an organization. You discover your target system is one hop
beyond the firewall. Using hping2, you send SYN packets with the exact TTL of the target system starting at port 1 and
going up to port 1024. What is this process known as?

A. Footprinting

B. Firewalking

C. Enumeration

D. Idle scanning

Correct Answer: B

Firewalking uses a traceroute-like IP packet analysis to determine whether or not a particular packet can pass from the
attacker\\'s host to a destination host through a packet-filtering device. This technique can be used to map “open\\' or

“pass through\\' ports on a gateway. More over, it can determine whether packets with various control information can
pass through a given gateway.

QUESTION 2

You want to hide a secret.txt document inside c:\windows\system32\tcpip.dll kernel library using ADS streams. How will
you accomplish this?

A. copy secret.txt c:\\windows\system32\tcpip.dll kernel>secret.txt
B. copy secret.txt c:\windows\system32\tcpip.dll:secret.txt
C. copy secret.txt c:\windows\system32\tcpip.dll |secret.txt

D. copy secret.txt >

Correct Answer: B

QUESTION 3

Here is the ASCII Sheet.

You want to guess the DBO username juggyboy (8 characters) using Blind SQL Injection technique.

What is the correct syntax?
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A http://wmi jspringfield. com/page.aspx?id=1; IF (ASCII{lower (substring((USER),1,1))}= 106) WAITFOR DELAY
‘00:00:10'0

http: [/ waxi. Japringfield. com/page, aspx?ad=1; IF (ASCII(lower (substring((USER},1,1))}= 117) WAITFOR DELAY
‘00:00:10'0

http://iass, gspringfield. com/page. aspx?id=1; IF (ASCII|lower(substring((USER},1,1))}=103]) WAITFOR DELAY
'00:00:10'0

http://vani. Japringfield. com/page. aspx?id=1; IF [ASCII(lower [substring((USER},1,1))}=103]) WAITFOR DELAY
'00:00:10'0

http: [ vaai. dspringfield, con/page. aspx?id=1;
‘00:00:10'0

—
L]

(ASCII(lower (substeing( (VSER},1,1))}=121) WAITEOR DELAY

http: [/ vaas, Japrangfield. com/page. aspx7id=1; IF (ASCII|lower (subsvring((USER),1,1))}=98) WAITFOR DELAY
'00:00:10'0

hetp: [ /rans yepraingfield, com/page, aspx?id=1; IF (ASCII|Llower (substring((USER),1,1))}=111) WAITFOR DELAY
‘00:00:10'0

http: [/ vami joapringfield. com/page . aspx?id=1; IF [ASCII(lower(substring((USER},1,1)))}=121} WAITFOR DELAY
'00:00:10°=-

B http://wm=s.jspringfield.com/page.aspxiad=1; IF (ASCII(lower (substring((USER),1,1)}}=
134,156,111,136,186,145,144,188) WAITFOR DELAY '00:00:10'0

C. hetp://rasijapringfield. com/page.aopx?id=l; IP (ASCII(lower (substring((USER),1,1)))= 144) WAITFOR DELAY
'00:00:10'0

http://vese. japringfield. com/page. aspx?id=1; IF (ASCII(lower(substring((USER},1,1))}= 123) WAETFOR DELAY
'00:00:10'0

http://fvam. apringfield. com/page. aspx?id=l; IF [ASCII|lower (substring((USER),1,1)))=156) WAITPOR DELAY
'00:00:10'0

http: /s, Japringfield. com/page. . aspxtad=1; IF (ASCII(lower (substring((USER),1,1)))=187) WAITPOR DELAY
'00:00:10'0

http:/ /et Japringfield. com/page. aspxtid=1; IF (ASCII(lower (substring((USER},1,1)))=199) WAITFOR DELAY
'00:00:10'0

hetp://oaas, Japringfield. com/page . aspxtid=1; IF (ASCII(lower (substring((USER},1,1)))=133) WAITFOR DELAY
'00:00:10'0

http: S vane. Japringfield. com/page.asputid=l; IF (ASCII(lower (substring((USER),1,1))1=111) WAITFOR DELAY
'00:00:10'0

http://vama. Jspringfield. com/page.aspx?id=l; IF (ASCII[lower (substring((USER),1,1)))=122) WAITFOR DELAY
'00:00:10'—

0. http://wssa. jspringfield.com/page.agpx?id=l; IF (ASCII(lower (substring((USER},1,1)}}= j,uw.g.9,v,b.0,7) WAITFOR
DELAY '00:00:10'0

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: A

QUESTION 4

You went to great lengths to install all the necessary technologies to prevent hacking attacks, such as expensive
firewalls, antivirus software, anti-spam systems and intrusion detection/prevention tools in your company\\'s network.
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You have configured the most secure policies and tightened every device on your network. You are confident that
hackers will never be able to gain access to your network with complex security system in place. Your peer, Peter Smith
who works at the same department disagrees with you. He says even the best network security technologies cannot
prevent hackers gaining access to the network because of presence of "weakest link" in the security chain. What is
Peter Smith talking about?

A. Untrained staff or ignorant computer users who inadvertently become the weakest link in your security chain

B. "zero-day" exploits are the weakest link in the security chain since the IDS will not be able to detect these attacks

C. "Polymorphic viruses" are the weakest link in the security chain since the Anti-Virus scanners will not be able to
detect these attacks

D. Continuous Spam e-mails cannot be blocked by your security system since spammers use different techniques to
bypass the filters in your gateway

Correct Answer: A

QUESTION 5
One of the ways to map a targeted network for live hosts is by sending an ICMP ECHO request to the broadcast or the
network address. The request would be broadcasted to all hosts on the targeted network. The live hosts will send an
ICMP ECHO Reply to the attacker\\'s source IP address.
You send a ping request to the broadcast address 192.168.5.255.

[root@ceh/root]# ping -b 192.168.5.255

WARNING: pinging broadcast address

PING 192.168.5,255 (192.168.5.255) from 192.168.5.1 ; 56(84) byvtes of

data.

64 bytes from 192.168.5.1: lcmp_aeq=ﬂ ttl=255 tine=4.1 m=
64 bytes from 19Z2.168.5.5: icmp_seq=ﬂ ttl=255 tine=5.7 m=

There are 40 computers up and running on the target network. Only 13 hosts send a reply while others do not. Why?

A. Windows machines will not generate an answer (ICMP ECHO Reply) to an ICMP ECHO request aimed at the
broadcast address or at the network address.

B. Linux machines will not generate an answer (ICMP ECHO Reply) to an ICMP ECHO request aimed at the broadcast
address or at the network address.

C. You should send a ping request with this command ping ? 192.168.5.0-255
D. You cannot ping a broadcast address. The above scenario is wrong.

Correct Answer: A
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