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QUESTION 1

When you are getting information about a web server, it is very important to know the HTTP Methods (GET, POST,
HEAD, PUT, DELETE, TRACE) that are available because there are two critical methods (PUT and DELETE). PUT can
upload a file to the server and DELETE can delete a file from the server. You can detect all these methods (GET,
POST, HEAD, PUT, DELETE, TRACE) using NMAP script engine.

What nmap script will help you with this task?

A. http-methods

B. http enum

C. http-headers

D. http-git

Correct Answer: A

You can check HTTP method vulnerability using NMAP. Example: #nmap —script=http-methods.nse 192.168.0.25

QUESTION 2

If a token and 4-digit personal identification number (PIN) are used to access a computer system and the token
performs off-line checking for the correct PIN, what type of attack is possible?

A. Birthday

B. Brute force

C. Man-in-the-middle
D. Smurf

Correct Answer: B

QUESTION 3

What is the purpose of DNS AAAA record?

A. Authorization, Authentication and Auditing record
B. Address prefix record

C. Address database record

D. IPv6 address resolution record

Correct Answer: D
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QUESTION 4

Which of the following is the most important phase of ethical hacking wherein you need to spend considerable amount
of time?

A. Gaining access

B. Escalating privileges
C. Network mapping

D. Footprinting

Correct Answer: D

QUESTION 5

For messages sent through an insecure channel, a properly implemented digital signature gives the receiver reason to
believe the message was sent by the claimed sender. While using a digital signature, the message digest is encrypted
with which key?

A. Sender\\'s public key

B. Receiver\\'s private key

C. Receiver\\'s public key

D. Sender\\'s private key

Correct Answer: D
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