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QUESTION 1

Which tool can be used to silently copy files from USB devices? 

A. USB Grabber 

B. USB Dumper 

C. USB Sniffer 

D. USB Snoopy 

Correct Answer: B 

 

QUESTION 2

How can you determine if an LM hash you extracted contains a password that is less than 8 characters long? 

A. There is no way to tell because a hash cannot be reversed 

B. The right most portion of the hash is always the same 

C. The hash always starts with AB923D 

D. The left most portion of the hash is always the same 

E. A portion of the hash will be all 0\\'s 

Correct Answer: B 

 

QUESTION 3

Which of the following tools would MOST LIKELY be used to perform security audit on various of forms of network
systems? 

A. Intrusion Detection System 

B. Vulnerability scanner 

C. Port scanner 

D. Protocol analyzer 

Correct Answer: B 

 

QUESTION 4

An NMAP scan of a server shows port 69 is open. What risk could this pose? 
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A. Unauthenticated access 

B. Weak SSL version 

C. Cleartext login 

D. Web portal data leak 

Correct Answer: A 

 

QUESTION 5

PGP, SSL, and IKE are all examples of which type of cryptography? 

A. Public Key 

B. Secret Key 

C. Hash Algorithm 

D. Digest 

Correct Answer: A 

Public-key algorithms are fundamental security ingredients in cryptosystems, applications and protocols. They underpin
various Internet standards, such as Secure Sockets Layer (SSL),Transport Layer Security (TLS), S/MIME, PGP,
Internet Key Exchange (IKE or IKEv2), and GPG. 

References: https://en.wikipedia.org/wiki/Public-key_cryptography 
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