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QUESTION 1

Your team has won a contract to infiltrate an organization. The company wants to have the attack be as realistic as
possible; therefore, they did not provide any information besides the company name. What should be the first step in
security testing the client?

A. Reconnaissance

B. Enumeration

C. Scanning

D. Escalation

Correct Answer: A

Phases of hacking Phase 1--Reconnaissance Phase 2--Scanning Phase 3--Gaining Access Phase 4--Maintaining
Access Phase 5--Covering Tracks

Phase 1: Passive and Active Reconnaissance

References: http://hack-o-crack.blogspot.se/2010/12/five-stages-of-ethical-hacking.html

QUESTION 2

Which of the following is a protocol specifically designed for transporting event messages?

A. SYSLOG

B. SMS

C. SNMP

D. ICMP

Correct Answer: A

syslog is a standard for message logging. It permits separation of the software that generates messages, the system
that stores them, and the software that reports and analyzes them. Each message is labeled with a facility code,

indicating the software type generating the message, and assigned a severity label.

References: https://en.wikipedia.org/wiki/Syslog#Network_protocol

QUESTION 3

When purchasing a biometric system, one of the considerations that should be reviewed is the processing speed. Which
of the following best describes what it is meant by processing?

A. The amount of time it takes to convert biometric data into a template on a smart card.

B. The amount of time and resources that are necessary to maintain a biometric system.
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C. The amount of time it takes to be either accepted or rejected form when an individual provides Identification and
authentication information.

D. How long it takes to setup individual user accounts.

Correct Answer: C

QUESTION 4

If you want only to scan fewer ports than the default scan using Nmap tool, which option would you use?
A. -sP

B. -P

C.r

D. -F

Correct Answer: B

QUESTION 5

A company\\'s policy requires employees to perform file transfers using protocols which encrypt traffic. You suspect
some employees are still performing file transfers using unencrypted protocols because the employees do not like
changes. You have positioned a network sniffer to capture traffic from the laptops used by employees in the data ingest
department. Using Wire shark to examine the captured traffic, which command can be used as a display filter to find
unencrypted file transfers?

A. tcp.port 1= 21

B. tcp.port = 23

C. tcp.port ==21

D. tcp.port ==21 || tcp.port ==22

Correct Answer: C
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