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QUESTION 1

Which of the following DoS tools is used to attack target web applications by starvation of available sessions on the web
server? 

The tool keeps sessions at halt using never-ending POST transmissions and sending an arbitrarily large content-length
header value. 

A. My Doom 

B. Astacheldraht 

C. R-U-Dead-Yet?(RUDY) 

D. LOIC 

Correct Answer: C 

 

QUESTION 2

You need to deploy a new web-based software package for your organization. The package requires three separate
servers and needs to be available on the Internet. What is the recommended architecture in terms of server placement? 

A. All three servers need to be placed internally 

B. A web server facing the Internet, an application server on the internal network, a database server on the internal
network 

C. A web server and the database server facing the Internet, an application server on the internal network 

D. All three servers need to face the Internet so that they can communicate between themselves 

Correct Answer: B 

 

QUESTION 3

Which of the following represents the initial two commands that an IRC client sends to join an IRC network? 

A. USER, NICK 

B. LOGIN, NICK 

C. USER, PASS 

D. LOGIN, USER 

Correct Answer: A 

 

QUESTION 4
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John is an incident handler at a financial institution. His steps in a recent incident are not up to the standards of the
company. John frequently forgets some steps and procedures while handling responses as they are very stressful to
perform. Which of the following actions should John take to overcome this problem with the least administrative effort? 

A. Create an incident checklist. 

B. Select someone else to check the procedures. 

C. Increase his technical skills. 

D. Read the incident manual every time it occurs. 

Correct Answer: C 

 

QUESTION 5

Attempting an injection attack on a web server based on responses to True/False questions is called which of the
following? 

A. Blind SQLi 

B. DMS-specific SQLi 

C. Classic SQLi 

D. Compound SQLi 

Correct Answer: A 
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