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QUESTION 1

Which of the following is an extremely common IDS evasion technique in the web world? 

A. Spyware 

B. Subnetting 

C. Unicode Characters 

D. Port Knocking 

Correct Answer: C 

 

QUESTION 2

Some clients of TPNQM SA were redirected to a malicious site when they tried to access the TPNQM main site. Bob, a
system administrator at TPNQM SA, found that they were victims of DNS Cache Poisoning. What should Bob
recommend to deal with such a threat? 

A. The use of security agents in clients\\' computers 

B. The use of DNSSEC 

C. The use of double-factor authentication 

D. Client awareness 

Correct Answer: B 

 

QUESTION 3

Which of the following tools performs comprehensive tests against web servers, including dangerous files and CGIs? 

A. Nikto 

B. John the Ripper 

C. Dsniff 

D. Snort 

Correct Answer: A 

 

QUESTION 4

Ben purchased a new smartphone and received some updates on it through the OTA method. He received two
messages: one with a PIN from the network operator and another asking him to enter the PIN received from the
operator. As soon as he entered the PIN, the smartphone started functioning in an abnormal manner. What is the type
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of attack performed on Ben in the above scenario? 

A. Advanced SMS phishing 

B. Bypass SSL pinning 

C. Phishing 

D. Tap \\'n ghost attack 

Correct Answer: A 

 

QUESTION 5

A group of hackers were roaming around a bank office building in a city, driving a luxury car. They were using hacking
tools on their laptop with the intention to find a free-access wireless network. What is this hacking process known as? 

A. GPS mapping 

B. Spectrum analysis 

C. Wardriving 

D. Wireless sniffing 

Correct Answer: C 
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