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QUESTION 1

What is the minimum number of network connections in a multi homed firewall? 

A. 3 

B. 5 

C. 4 

D. 2 

Correct Answer: A 

 

QUESTION 2

If a token and 4-digit personal identification number (PIN) are used to access a computer system and the token
performs off-line checking for the correct PIN, what type of attack is possible? 

A. Birthday 

B. Brute force 

C. Man-in-the-middle 

D. Smurf 

Correct Answer: B 

 

QUESTION 3

What does a firewall check to prevent particular ports and applications from getting packets into an organization? 

A. Transport layer port numbers and application layer headers 

B. Presentation layer headers and the session layer port numbers 

C. Network layer headers and the session layer port numbers 

D. Application layer port numbers and the transport layer headers 

Correct Answer: A 

 

QUESTION 4

A regional bank hires your company to perform a security assessment on their network after a recent data breach. The
attacker was able to steal financial data from the bank by compromising only a single server. Based on this information,
what should be one of your key recommendations to the bank? 
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A. Place a front-end web server in a demilitarized zone that only handles external web traffic 

B. Require all employees to change their anti-virus program with a new one 

C. Move the financial data to another server on the same IP subnet 

D. Issue new certificates to the web servers from the root certificate authority 

Correct Answer: A 

 

QUESTION 5

Joseph was the Web site administrator for the Mason Insurance in New York, who\\'s main Web site was located at
www.masonins.com. Joseph uses his laptop computer regularly to administer the Web site. One night, Joseph received
an urgent phone call from his friend, Smith. According to Smith, the main Mason Insurance web site had been
vandalized! All of its normal content was removed and replaced with an attacker\\'s message \\'\\'Hacker Message: You
are dead! Freaks!" From his office, which was directly connected to Mason Insurance\\'s internal network, Joseph surfed
to the Web site using his laptop. In his browser, the Web site looked completely intact. 

No changes were apparent. Joseph called a friend of his at his home to help troubleshoot the problem. The Web site
appeared defaced when his friend visited using his DSL connection. So, while Smith and his friend could see the
defaced page, Joseph saw the intact Mason Insurance web site. To help make sense of this problem, Joseph decided
to access the Web site using hisdial-up ISP. He disconnected his laptop from the corporate internal network and used
his modem to dial up the same ISP used by Smith. After his modem connected, he quickly typed www.masonins.com in
his browser to reveal the following web page: 

After seeing the defaced Web site, he disconnected his dial-up line, reconnected to the internal network, and used
Secure Shell (SSH) to log in directly to the Web server. He ran Tripwire against the entire Web site, and determined that
every system file and all the Web content on the server were intact. How did the attacker accomplish this hack? 

A. ARP spoofing 

B. SQL injection 

C. DNS poisoning 

D. Routing table injection 

Correct Answer: C 
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