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QUESTION 1

Jane is working as a security professional at CyberSol Inc. She was tasked with ensuring the authentication and
integrity of messages being transmitted in the corporate network. To encrypt the messages, she implemented a security
model in which every user in the network maintains a ring of public keys. In this model, a user needs to encrypt a
message using the receiver\\'s public key, and only the receiver can decrypt the message using their private key. What
is the security model implemented by Jane to secure corporate messages? 

A. Zero trust network 

B. Transport Layer Security (TLS) 

C. Secure Socket Layer (SSL) 

D. Web of trust (WOT) 

Correct Answer: D 

 

QUESTION 2

Which is the first step followed by Vulnerability Scanners for scanning a network? 

A. OS Detection 

B. Firewall detection 

C. TCP/UDP Port scanning 

D. Checking if the remote host is alive 

Correct Answer: D 

 

QUESTION 3

A friend of yours tells you that he downloaded and executed a file that was sent to him by a coworker. Since the file did
nothing when executed, he asks you for help because he suspects that he may have installed a trojan on his computer. 

what tests would you perform to determine whether his computer Is Infected? 

A. Use ExifTool and check for malicious content. 

B. You do not check; rather, you immediately restore a previous snapshot of the operating system. 

C. Upload the file to VirusTotal. 

D. Use netstat and check for outgoing connections to strange IP addresses or domains. 

Correct Answer: C 
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QUESTION 4

Which access control mechanism allows for multiple systems to use a central authentication server (CAS) that permits
users to authenticate once and gain access to multiple systems? 

A. Role Based Access Control (RBAC) 

B. Discretionary Access Control (DAC) 

C. Single sign-on 

D. Windows authentication 

Correct Answer: C 

 

QUESTION 5

An LDAP directory can be used to store information similar to a SQL database. LDAP uses a _____ database structure
instead of SQL\\'s _____ structure. Because of this, LDAP has difficulty representing many-to-one relationships. 

A. Relational, Hierarchical 

B. Strict, Abstract 

C. Hierarchical, Relational 

D. Simple, Complex 

Correct Answer: C 
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