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QUESTION 1

Gregory, a professional penetration tester working at Sys Security Ltd., is tasked with performing a security test of web
applications used in the company. For this purpose, Gregory uses a tool to test for any security loopholes by hijacking a
session between a client and server. This tool has a feature of intercepting proxy that can be used to inspect and modify
the traffic between the browser and target application. This tool can also perform customized attacks and can be used to
test the randomness of session tokens. Which of the following tools is used by Gregory in the above scenario?

A. Nmap

B. Burp Suite

C. CxSAST

D. Wireshark

Correct Answer: B

QUESTION 2

Which of the following options represents a conceptual characteristic of an anomaly-based IDS over a signature-based
IDS?

A. Produces less false positives
B. Can identify unknown attacks
C. Requires vendor updates for a new threat
D. Cannot deal with encrypted network traffic

Correct Answer: B

QUESTION 3

Bob, a network administrator at BigUniversity, realized that some students are connecting their notebooks in the wired
network to have Internet access. In the university campus, there are many Ethernet ports available for professors and
authorized visitors but not for students.

He identified this when the IDS alerted for malware activities in the network. What should Bob do to avoid this problem?
A. Disable unused ports in the switches

B. Separate students in a different VLAN

C. Use the 802.1x protocol

D. Ask students to use the wireless network

Correct Answer: C
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QUESTION 4

Jake, a professional hacker, installed spyware on a target iPhone to spy on the target user\\'s activities. He can take
complete control of the target mobile device by jailbreaking the device remotely and record audio, capture screenshots,
and monitor all phone calls and SMS messages. What is the type of spyware that Jake used to infect the target device?
A. DroidSheep

B. Androrat

C. Zscaler

D. Trident

Correct Answer: B

QUESTION 5

George is a security professional working for iTech Solutions. He was tasked with securely transferring sensitive data of
the organization between industrial systems. In this process, he used a short-range communication protocol based on
the IEEE 203.15.4 standard. This protocol is used in devices that transfer data infrequently at a low rate in a restricted
area, within a range of 10-100 m. What is the short-range wireless communication technology George employed in the
above scenario?

A. MQTT

B. LPWAN

C. Zigbee

D. NB-loT
Correct Answer: C

Zigbee could be a wireless technology developed as associate open international normal to deal with the unique desires
of affordable, low-power wireless IoT networks. The Zigbee normal operates on the IEEE

802.15.4 physical radio specification and operates in unauthorised bands as well as a pair of.4 GHz, 900 MHz and 868
MHz.

The 802.15.4 specification upon that the Zigbee stack operates gained confirmation by the Institute of Electrical and
physical science Engineers (IEEE) in 2003. The specification could be a packet-based radio protocol supposed for
affordable, battery-operated devices. The protocol permits devices to speak in an exceedingly kind of network
topologies and may have battery life lasting many years.

The Zigbee three.0 Protocol The Zigbee protocol has been created and ratified by member corporations of the Zigbee
Alliance.Over three hundred leading semiconductor makers, technology corporations, OEMs and repair corporations
comprise the Zigbee Alliance membership. The Zigbee protocol was designed to supply associate easy-touse wireless
information answer characterised by secure, reliable wireless network architectures.

THE ZIGBEE ADVANTAGE The Zigbee 3.0 protocol is intended to speak information through rip-roaring RF

environments that area unit common in business and industrial applications. Version 3.0 builds on the prevailing Zigbee
normal however unifies the market- specific application profiles to permit all devices to be wirelessly connected within
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the same network, no matter their market designation and performance. what is more, a Zigbee 3.0 certification theme
ensures the ability of product from completely different makers. Connecting Zigbee three.0 networks to the information
science domain unveil observance and management from devices like smartphones and tablets on a local area network
or WAN, as well as the web, and brings verity net of Things to fruition.

Zigbee protocol options include: Support for multiple network topologies like point-to-point, point-to-multipoint and mesh
networks Low duty cycle provides long battery life Low latency Direct Sequence unfold Spectrum (DSSS) Up to 65,000
nodes per network 128-bit AES encryption for secure information connections Collision avoidance, retries and
acknowledgements
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