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QUESTION 1

In order to tailor your tests during a web-application scan, you decide to determine which web-server version is hosting
the application. On using the sV flag with Nmap. you obtain the following response:

80/tcp open http-proxy Apache Server 7.1.6

what Information-gathering technique does this best describe?
A. WhOIS lookup

B. Banner grabbing

C. Dictionary attack

D. Brute forcing

Correct Answer: C

QUESTION 2

Email is transmitted across the Internet using the Simple Mail Transport Protocol. SMTP does not encrypt email, leaving
the information in the message vulnerable to being read by an unauthorized person. SMTP can upgrade a connection
between two mail servers to use TLS. Email transmitted by SMTP over TLS is encrypted. What is the name of the
command used by SMTP to transmit email over TLS?

A. OPPORTUNISTICTLS

B. UPGRADETLS

C. FORCETLS

D. STARTTLS

Correct Answer: D

QUESTION 3

Calvin, a grey-hat hacker, targets a web application that has design flaws in its authentication mechanism. He
enumerates usernames from the login form of the web application, which requests users to feed data and specifies the
incorrect field in case of invalid credentials. Later, Calvin uses this information to perform social engineering.

Which of the following design flaws in the authentication mechanism is exploited by Calvin?

A. Insecure transmission of credentials

B. Verbose failure messages

C. User impersonation

D. Password reset mechanism
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Correct Answer: D

QUESTION 4

Based on the following extract from the log of a compromised machine, what is the hacker really trying to steal?
A. har.txt

B. SAM file

C. wwwroot

D. Repair file

Correct Answer: B

QUESTION 5

Yancey is a network security administrator for a large electric company. This company provides power for over 100, 000
people in Las Vegas. Yancey has worked for his company for over 15 years and has become very successful. One day,
Yancey comes in to work and finds out that the company will be downsizing and he will be out of a job in two weeks.
Yancey is very angry and decides to place logic bombs, viruses, Trojans, and backdoors all over the network to take
down the company once he has left. Yancey does not care if his actions land him in jail for 30 or more years, he just
wants the company to pay for what they are doing to him.

What would Yancey be considered?

A. Yancey would be considered a Suicide Hacker

B. Since he does not care about going to jail, he would be considered a Black Hat

C. Because Yancey works for the company currently; he would be a White Hat

D. Yancey is a Hacktivist Hacker since he is standing up to a company that is downsizing

Correct Answer: A
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