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QUESTION 1

Mary, a penetration tester, has found password hashes in a client system she managed to breach. She needs to use
these passwords to continue with the test, but she does not have time to find the passwords that correspond to these
hashes. Which type of attack can she implement in order to continue? 

A. LLMNR/NBT-NS poisoning 

B. Internal monologue attack 

C. Pass the ticket 

D. Pass the hash 

Correct Answer: D 

 

QUESTION 2

What information security law or standard aims at protecting stakeholders and the general public from accounting errors
and fraudulent activities within organizations? 

A. PCI-DSS 

B. FISMA 

C. SOX 

D. ISO/I EC 27001:2013 

Correct Answer: C 

 

QUESTION 3

In the field of cryptanalysis, what is meant by a "rubber-hose" attack? 

A. Attempting to decrypt cipher text by making logical assumptions about the contents of the original plain text. 

B. Extraction of cryptographic secrets through coercion or torture. 

C. Forcing the targeted key stream through a hardware-accelerated device such as an ASIC. 

D. A backdoor placed into a cryptographic algorithm by its creator. 

Correct Answer: B 

 

QUESTION 4

You are performing a penetration test for a client and have gained shell access to a Windows machine on the internal
network. You intend to retrieve all DNS records for the internal domain, if the DNS server is at 
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192.168.10.2 and the domain name is abccorp.local, what command would you type at the nslookup prompt to attempt
a zone transfer? 

A. list server=192.168.10.2 type=all 

B. is-d abccorp.local 

C. Iserver 192.168.10.2-t all 

D. List domain=Abccorp.local type=zone 

Correct Answer: B 

 

QUESTION 5

DNS cache snooping is a process of determining if the specified resource address is present in the DNS cache records.
It may be useful during the examination of the network to determine what software update resources are used, thus
discovering what software is installed. 

What command is used to determine if the entry is present in DNS cache? 

A. nslookup -fullrecursive update.antivirus.com 

B. dnsnooping -rt update.antivirus.com 

C. nslookup -norecursive update.antivirus.com 

D. dns --snoop update.antivirus.com 

Correct Answer: C 
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