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QUESTION 1

Which of the following Bluetooth hacking techniques does an attacker use to send messages to users without the
recipient\\'s consent, similar to email spamming?

A. Bluesmacking

B. BlueSniffing

C. Bluejacking

D. Bluesnarfing

Correct Answer: C

https://en.wikipedia.org/wiki/Bluejacking Bluejacking is the sending of unsolicited messages over Bluetooth to Bluetooth-
enabled devices such as mobile phones, PDAs or laptop computers, sending a vCard which typically contains a
message

in the name field (i.e., for bluedating or bluechat) to another Bluetooth-enabled device via the OBEX protocol.
Bluejacking is usually harmless, but because bluejacked people generally don\\'t know what has happened, they may
think that their phone is malfunctioning. Usually, a bluejacker will only send a text message, but with modern phones
it\\'s

possible to send images or sounds as well. Bluejacking has been used in guerrilla marketing campaigns to promote
advergames.

Bluejacking is also confused with Bluesnarfing, which is the way in which mobile phones are illegally hacked via
Bluetooth.

QUESTION 2

Which type of attack attempts to overflow the content-addressable memory (CAM) table in an Ethernet switch?
A. Evil twin attack

B. DNS cache flooding

C. MAC flooding

D. DDoS attack

Correct Answer: C

QUESTION 3

Bob received this text message on his mobile phone: "Hello, this is Scott Smelby from the Yahoo Bank. Kindly contact
me for a vital transaction on: scottsmelby@yahoo.com". Which statement below is true?

A. This is a scam as everybody can get a @yahoo address, not the Yahoo customer service employees.
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B. This is a scam because Bob does not know Scott.
C. Bob should write to scottmelby@yahoo.com to verify the identity of Scott.
D. This is probably a legitimate message as it comes from a respectable organization.

Correct Answer: A

QUESTION 4

Steve, a scientist who works in a governmental security agency, developed a technological solution to identify people
based on walking patterns and implemented this approach to a physical control access.

A camera captures people walking and identifies the individuals using Steve\\'s approach.

After that, people must approximate their RFID badges. Both the identifications are required to open the door. In this
case, we can say:

A. Although the approach has two phases, it actually implements just one authentication factor

B. The solution implements the two authentication factors: physical object and physical characteristic
C. The solution will have a high level of false positives

D. Biological motion cannot be used to identify people

Correct Answer: B

QUESTION 5

If a token and 4-digit personal identification number (PIN) are used to access a computer system and the token
performs off-line checking for the correct PIN, what type of attack is possible?

A. Birthday

B. Brute force

C. Man-in-the-middle
D. Smurf

Correct Answer: B
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