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QUESTION 1

How can rainbow tables be defeated? 

A. Use of non-dictionary words 

B. All uppercase character passwords 

C. Password salting 

D. Lockout accounts under brute force password cracking attempts 

Correct Answer: C 

 

https://en.wikipedia.org/wiki/Salt_(cryptography) 

A salt is random data that is used as an additional input to a one-way function that hashes data, a password, or
passphrase. Salts are used to safeguard passwords in storage. Historically a password was stored in plaintext on a
system, but over time additional safeguards were developed to protect a user\\'s password against being read from the
system. A salt is one of those methods. 

A new salt is randomly generated for each password. In a typical setting, the salt and the password (or its version after
key stretching) are concatenated and processed with a cryptographic hash function, and the output hash value (but not
the original password) is stored with the salt in a database. Hashing allows for later authentication without keeping and
therefore risking exposure of the plaintext password in the event that the authentication data store is compromised.
Salts defend against a pre-computed hash attack, e.g. rainbow tables. Since salts do not have to be memorized by
humans they can make the size of the hash table required for a successful attack prohibitively large without placing a
burden on the users. Since salts are different in each case, they also protect commonly used passwords, or those users
who use the same password on several sites, by making all salted hash instances for the same password different from
each other. 

 

QUESTION 2

Which of the following options represents a conceptual characteristic of an anomaly-based IDS over a signature-based
IDS? 

A. Produces less false positives 

B. Can identify unknown attacks 

C. Requires vendor updates for a new threat 

D. Cannot deal with encrypted network traffic 

Correct Answer: B 

An anomaly-based intrusion detection system is an intrusion detection system for detecting both network and computer
intrusions and misuse by monitoring system activity and classifying it as either normal or anomalous. The classification
is based on heuristics or rules, rather than patterns or signatures, and attempts to detect any type of misuse that falls
out of normal system operation. This is as opposed to signature-based systems, which can only detect attacks for which
a signature has previously been created. In order to positively identify attack traffic, the system must be taught to
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recognize normal system activity. The two phases of a majority of anomaly detection systems consist of the training
phase (where a profile of normal behaviors is built) and the testing phase (where current traffic is compared with the
profile created in the training phase). Anomalies are detected in several ways, most often with artificial intelligence type
techniques. Systems using artificial neural networks have been used to great effect. Another method is to define what
normal usage of the system comprises using a strict mathematical model, and flag any deviation from this as an attack.
This is known 

as strict anomaly detection.[3] Other techniques used to detect anomalies include data mining methods, grammar-based
methods, and the Artificial Immune System. 

Network-based anomalous intrusion detection systems often provide a second line of defense to detect anomalous
traffic at the physical and network layers after it has passed through a firewall or other security appliance on the border
of a 

network. Host-based anomalous intrusion detection systems are one of the last layers of defense and reside on
computer endpoints. They allow for fine-tuned, granular protection of endpoints at the application level. 

Anomaly-based Intrusion Detection at both the network and host levels have a few shortcomings; namely a high false-
positive rate and the ability to be fooled by a correctly delivered attack. Attempts have been made to address these
issues 

through techniques used by PAYL and MCPAD. 

 

QUESTION 3

Which of the following is the BEST way to defend against network sniffing? 

A. Using encryption protocols to secure network communications 

B. Register all machines MAC Address in a Centralized Database 

C. Use Static IP Address 

D. Restrict Physical Access to Server Rooms hosting Critical Servers 

Correct Answer: A 

https://en.wikipedia.org/wiki/Sniffing_attack 

To prevent networks from sniffing attacks, organizations and individual users should keep away from applications using
insecure protocols, like basic HTTP authentication, File Transfer Protocol (FTP), and Telnet. Instead, secure protocols 

such as HTTPS, Secure File Transfer Protocol (SFTP), and Secure Shell (SSH) should be preferred. In case there is a
necessity for using any insecure protocol in any application, all the data transmission should be encrypted. If required, 

VPN (Virtual Private Networks) can be used to provide secure access to users. 

NOTE: I want to note that the wording "best option" is valid only for the EC-Council\\'s exam since the other options will
not help against sniffing or will only help from some specific attack vectors. 

The sniffing attack surface is huge. To protect against it, you will need to implement a complex of measures at all levels
of abstraction and apply controls at the physical, administrative, and technical levels. However, encryption is indeed the 

best option of all, even if your data is intercepted - an attacker cannot understand it. 
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QUESTION 4

Which of the following is an extremely common IDS evasion technique in the web world? 

A. Spyware 

B. Subnetting 

C. Unicode Characters 

D. Port Knocking 

Correct Answer: C 

 

QUESTION 5

The configuration allows a wired or wireless network interface controller to pass all traffic it receives to the Central
Processing Unit (CPU), rather than passing only the frames that the controller is intended to receive. Which of the
following is being described? 

A. Multi-cast mode 

B. Promiscuous mode 

C. WEM 

D. Port forwarding 

Correct Answer: B 
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