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QUESTION 1

One of your team members has asked you to analyze the following SOA record.

What is the TTL? Rutgers.edu.SOA NS1.Rutgers.edu ipad.college.edu (200302028 3600 3600 604800 2400.)
A. 200303028

B. 3600

C. 604800

D. 2400

E. 60

F. 4800

Correct Answer: D

QUESTION 2

You went to great lengths to install all the necessary technologies to prevent hacking attacks, such as expensive
firewalls, antivirus software, anti-spam systems and intrusion detection/prevention tools in your company\\'s network.
You have

configured the most secure policies and tightened every device on your network. You are confident that hackers will
never be able to gain access to your network with complex security system in place.

Your peer, Peter Smith who works at the same department disagrees with you.

He says even the best network security technologies cannot prevent hackers gaining access to the network because of
presence of "weakest link" in the security chain.

What is Peter Smith talking about?
A. Untrained staff or ignorant computer users who inadvertently become the weakest link in your security chain
B. "zero-day" exploits are the weakest link in the security chain since the IDS will not be able to detect these attacks

C. "Polymorphic viruses" are the weakest link in the security chain since the Anti-Virus scanners will not be able to
detect these attacks

D. Continuous Spam e-mails cannot be blocked by your security system since spammers use different techniques to
bypass the filters in your gateway

Correct Answer: A

QUESTION 3

In the field of cryptanalysis, what is meant by a "rubber-hose" attack?
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A. Attempting to decrypt cipher text by making logical assumptions about the contents of the original plain text.
B. Extraction of cryptographic secrets through coercion or torture.

C. Forcing the targeted key stream through a hardware-accelerated device such as an ASIC.

D. A backdoor placed into a cryptographic algorithm by its creator.

Correct Answer: B

QUESTION 4

Upon establishing his new startup, Tom hired a cloud service provider (CSP) but was dissatisfied with their service and
wanted to move to another CSP. What part of the contract might prevent him from doing so?

A. Virtualization
B. Lock-in

C. Lock-down
D. Lock-up

Correct Answer: B

QUESTION 5

MX record priority increases as the number increases. (True/False.)
A. True

B. False

Correct Answer: B
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