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QUESTION 1

Your organization has signed an agreement with a web hosting provider that requires you to take full responsibility of
the maintenance of the cloud-based resources. Which of the following models covers this? 

A. Platform as a service 

B. Software as a service 

C. Functions as a 

D. service Infrastructure as a service 

Correct Answer: C 

 

QUESTION 2

User A is writing a sensitive email message to user B outside the local network. User A has chosen to use PKI to secure
his message and ensure only user B can read the sensitive email. At what layer of the OSI layer does the encryption
and decryption of the message take place? 

A. Application 

B. Transport 

C. Session 

D. Presentation 

Correct Answer: D 

https://en.wikipedia.org/wiki/Presentation_layer 

In the seven-layer OSI model of computer networking, the presentation layer is layer 6 and serves as the data translator
for the network. It is sometimes called the syntax layer. The presentation layer is responsible for the formatting and
delivery of information to the application layer for further processing or display. Encryption is typically done at this level
too, although it can be done on the application, session, transport, or network layers, each having its own advantages
and disadvantages. Decryption is also handled at the presentation layer. For example, when logging on to bank account
sites the presentation layer will decrypt the data as it is received. 

 

QUESTION 3

Which of the following LM hashes represent a password of less than 8 characters? (Choose two.) 

A. BA810DBA98995F1817306D272A9441BB 

B. 44EFCE164AB921CQAAD3B435B51404EE 

C. 0182BD0BD4444BF836077A718CCDF409 

D. CEC52EB9C8E3455DC2265B23734E0DAC 
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E. B757BF5C0D87772FAAD3B435B51404EE 

F. E52CAC67419A9A224A3B108F3FA6CB6D 

Correct Answer: BE 

 

QUESTION 4

Some clients of TPNQM SA were redirected to a malicious site when they tried to access the TPNQM main site. Bob, a
system administrator at TPNQM SA, found that they were victims of DNS Cache Poisoning. What should Bob
recommend to deal with such a threat? 

A. The use of security agents in clients\\' computers 

B. The use of DNSSEC 

C. The use of double-factor authentication 

D. Client awareness 

Correct Answer: B 

 

QUESTION 5

In an attempt to damage the reputation of a competitor organization, Hailey, a professional hacker, gathers a list of
employee and client email addresses and other related information by using various search engines, social networking
sites, and web spidering tools. In this process, she also uses an automated tool to gather a list of words from the target
website to further perform a brute-force attack on the previously gathered email addresses. 

What is the tool used by Hailey for gathering a list of words from the target website? 

A. Shadowsocks 

B. CeWL 

C. Psiphon 

D. Orbot 

Correct Answer: B 
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